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Abstract

The Healthcare Internet of Things (HIloT) supports real-time monitoring and
clinical decision-making through interconnected medical devices and sensors. Fog
computing reduces communication delay by processing data near its source, while
blockchain improves security, integrity, and decentralized trust. However, filtering,
encryption, authentication, queueing, and consensus introduce additional latency,
particularly in resource-constrained HloT environments. Existing studies mainly
address system-level delay, while micro-latency from local processing, hashing,
memory access, and verification remains comparatively less explored. This study
reviews latency-reduction approaches across the data filtering and encryption layers
using a micro—macro perspective. A dependency-aware model links local processing
with propagation, queueing, consensus and storage. Reported results are interpreted
according to their architectural and evaluation conditions, while component-level
analysis distinguishes isolated effects from coupled architectural improvements,
showing that end-to-end latency arises from interactions across multiple processing
stages.

Keywords: Blockchain, HIoT, Latency, Fog Computing, Micro and Macro latency.

I. Introduction

Healthcare Internet of Things (HIoT) systems enable real-time monitoring and
personalized care through interconnected medical devices, sensors, and digital
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infrastructures, generating large volumes of time-sensitive data that require timely
processing [I]. Tertiary hospitals such as SKS Medical College & Hospital, Durgapur
illustrate this growing digital ecosystem through diagnostic systems, intensive care
facilities, laboratories, and EHR services. However, cloud-centric architectures
introduce transmission delay, congestion, centralized processing overhead, and security
risks. Edge and fog computing reduce these delays by processing data near [oMT
devices, while blockchain improves integrity, decentralized trust, and access control
[XV].

Blockchain-enabled HIoT still faces resource limitations, storage and energy
constraints, cybersecurity threats, and transaction processing overhead [XXXV] [V]
[VI] [I]. Increasing device density further affects congestion and responsiveness [I]
[XXXV]. Hence, this study reviews latency challenges in the data filtering and
encryption layers and examines relevant architectures and optimization strategies [111]
[XXIV] [XXXIV]. The key contributions of this study are:

e Develops a dependency-aware micro—macro latency framework that links filtering,
cryptographic processing, propagation, queueing, consensus, and storage across
blockchain-enabled HIoT systems.

e Provides a condition-aware comparison of reported latency results by considering
latency metric, blockchain architecture, consensus mechanism, workload, network
scale, hardware, and evaluation environment where available.

¢ Distinguishes isolated component effects from coupled architectural improvements
to avoid attributing system-level latency gains to a single optimization stage without
supporting evidence.

II. Background Study

Understanding latency in blockchain-enabled HIoT requires examining how
data is generated, processed, secured, and transmitted across IoT, fog, and blockchain
layers. This architectural view provides the basis for identifying major delay sources,
system constraints, and future research needs.

ILi. HIoT architecture supports continuous monitoring and timely clinical decisions
through interconnected medical devices, communication networks, and distributed
processing resources [XXIV] [XI]. It generally comprises sensing, communication,
processing, and application layers. Wearable devices and biosensors collect
physiological data, which may contain noise and redundancy [XXIV] [XXVII]. Data
are transmitted through Bluetooth, Wi-Fi, and 5G, where communication delay occurs
[XXXIV]. Edge, fog, and cloud resources and their limitations remain significant
[XXXV]. The application layer delivers services such as remote monitoring and clinical
decision support.

ILii. Fog architecture extends cloud computing by placing distributed processing
nodes closer to HIoT devices, where filtering, aggregation, and temporary storage are
performed before relevant data are forwarded to the cloud [XXIV], thereby reducing
network traffic and supporting latency-sensitive healthcare services [XXII]. However,
the distributed and relatively exposed nature of fog nodes increases the risk of
unauthorized access and data tampering. Since conventional fog systems don’t
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inherently provide immutability or decentralized trust, these limitations motivate the
integration of secure and verifiable data management mechanisms [XXXVI].
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Fig. 1. Layer-wise Architecture of a Blockchain-Enabled HIoT System

ILiii. Blockchain architecture enables secure and decentralized data management
through sequential processing stages that influence latency. Filtering and validation
first remove redundant and noisy data before processing. The refined data then undergo
encryption and hashing to ensure confidentiality and integrity, although these
operations add computational overhead [III] [XI]. Digital signatures and authentication
verify transactions, further increasing processing time [I]. Transactions are
subsequently propagated across peers, where network topology and peer selection
affect delay [XIV] [XIII] before consensus validates them to maintain trust and
consistency. Confirmed data are then stored and retrieved from the distributed ledger,
with performance depending on system design and indexing [V]. Finally, every data
modification is recorded as a new transaction, preserving immutability and auditability
at the cost of additional overhead [VIII].

ILiv. Cross-layer dependency model: Latency in blockchain-enabled HloT emerges
from a sequence of interdependent stages: data filtering — encryption/authentication
— transaction propagation — queueing — consensus — storage. Although these delays
are often evaluated separately, the reviewed architectures indicate that the output of one
stage can alter the workload of the next. Fog/edge preprocessing reduces the volume of
data forwarded upstream [XXII] [XXVI]. The cryptographic cost varies with payload
size and available resources [XIX], and blockchain latency increases with transaction
workload [XXVIII]. Accordingly, the end-to-end latency is expressed as:

Liog = L+ Le+ Lo+ Ly + Lg + Lo + L (1)

Where Ly Le, Li, Ly, Lg, Le and Ls denote filtering, encryption, authentication,
propagation, queueing, consensus and storage/retrieval latency, respectively. Equation
(1) represents cumulative residence time; these components are dependent.

Let Dy denote the raw HIoT data and Dr the volume after preprocessing. The filtering
dependency is represented as:

Dr= gr (Do, 65) ()

Where 0r characterizes the filtering configuration, such as aggregation, compression,
rule-based selection, or lightweight anomaly detection. In [XXII], fog nodes filter and
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aggregate data before passing information, while [XXVI] applies selective edge
processing to limit unnecessary transmission. Thus, filtering introduces local
processing latency L while simultaneously reducing the workload presented to
communication and blockchain stages. The resulting propagation latency can be
represented, following the processing and transmission relationship considered in
[XXXV], as:

D d
L,(D)= L+

3)

Where Biink 1s the available bandwidth, d is the transmission distance, and Vprp is the
propagation speed. Hence, greater local filtering may increase Ly, yet the reduction in
Dt can lower L,, illustrating a direct micro-to-macro latency trade-off [ XXXV].

A similar dependency occurs at the security layer. Let C. denote the available
cryptographic processing capacity and Ae the adopted encryption/authentication
configuration. The associated latency is expressed as:

Lea = Le + La = fea (ny Ce: Ae) (4)

In [XIX][XXX] cryptographic operations are distributed between ESP32 devices and
Raspberry Pi edge nodes, with AES-GCM processing increasing with message size.
Likewise, [I] combines edge-assisted authentication and proxy re-encryption, showing
that cryptographic workload and processing placement influence secure transaction
latency. Therefore, security processing primarily contributes to micro latency, while its
computational demand can also affect downstream blockchain processing. For
blockchain processing, let A, denote the effective transaction arrival rate, L, the service
rate, and Qy the pending queue state. Queueing latency is represented as:

Lq = fq ()Lb, lvlb; Qb); lvlb = fu (Cb, Le, La ) (5)

Where C, denotes the processing capacity of the blockchain or associated edge/fog
node. Increased cryptographic or authentication time can reduce the effective service
rate and thereby increase transaction waiting. This workload sensitivity is evident in
[XXVII] where blockchain read/write latency generally increases as the number of
transactions grows. Consensus latency is subsequently represented as:

L.=f; (N, Pc, 7\ab, Qb) (6)

Where N denotes the participating peers or validators, P. represents the consensus
mechanism and its configuration. The use of APBFT in the Hyperledger Indy-based
framework [I] and the lightweight Proof-of-Authentication mechanism in [XXVIII]
further indicates that validation latency depends on both workload and blockchain
design.

Biink Uprop

The complete dependency chain is illustrated in Fig. 2 While Eq. (1) captures
cumulative latency, Egs. (2) - (6) describe how latency propagates across stages.
Filtering modifies Dr and hence communication and transaction load; encryption and
authentication affect the effective service rate W, , and the resulting arrival, service, and
queue states influence consensus delay. Consequently, micro-level processing
overhead can propagate macro-level transmission, queueing, and consensus latency.
The formulation therefore provides a dependency-oriented analytical abstraction of the
reviewed architectures rather than a numerically fitted model, since the underlying
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studies employ heterogeneous workloads, hardware platforms, and blockchain
configurations.
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Fig. 2. Cross-layer Micro-Macro Latency Dependency in Blockchain HloT
Solid arrows denote the processing sequence, while dashed arrows indicate dependencies that modify
downstream workload or service conditions.

Equation (1) should be interpreted as the cumulative residence time of a record or
transaction along the serial processing path. It does not imply statistical independence
among the latency components. Parallel execution, retransmission, batching, and
asynchronous processing are represented through the stage-dependent functions and
system states rather than independent additive effects.

The network term in Eq. (3) should distinguish serialization/transmission delay from
physical propagation delay. A consistent expression is:

=D d

Lp (Df) a Biink * Vprop

For continuous HIoT streams, transactions awaiting validation remain in the pending
state Qp until finality is reached. A longer consensus interval can therefore increase
buffer occupancy and the waiting time experienced by subsequent arrivals, providing
the queueing consensus feedback path that complements Egs. (5) and (6). Overall,
filtering can reduce downstream payload and arrival pressure, whereas cryptographic,
authentication, propagation, queueing, consensus and storage operations contribute to
different forms of local and distributed service overhead. Their net contribution to end-
to-end latency depends on workload, resources and architectural coupling; therefore, a
system-level gain is not assigned to a single stage unless the reviewed study provides
component-level isolation evidence.

Where controlled component measurements are available, the corresponding within-
study latency change is used to support the identified dependency path; otherwise, no
numerical interaction coefficient is inferred from heterogeneous experiments.
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III. Methodology

This study focuses on the latency issues at data filtering and encryption layers
in blockchain-enabled HIoT systems.

IILi. Planning and Research Strategy: The literature review indicates that cross-layer
latency mitigation across data filtering and encryption remains insufficiently examined
[IX] [XV]. This study focuses on latency sources and reduction strategies in
blockchain-enabled HIoT systems using evidence from multiple established academic
databases.

ILii. Paper selection Criteria: The papers were selected between 2020 and 2026; the
study aims to explore the latest advancements in blockchain and HIoT. Search strings
were created separately to include all the literature present regarding latency in
blockchain-based healthcare [oT systems. For review papers: ("blockchain” AND
("latency" OR "delay" OR "real-time" OR "real time") AND ("IoT" OR "HIoT" OR
"medical"” OR "healthcare") AND ("survey" OR "review" OR "systematic review"))
string was used and for implementation papers: ("blockchain" AND ("latency" OR
"delay" OR "real-time" OR "real time" OR "data filtering" OR "pre-processing") AND
("IoT" OR "HIoT" OR "medical" OR "healthcare") AND ("framework proposal" OR
"algorithm proposal" OR "implementation")).

Exclusion Criteria: i. Studies outside healthcare/HIoT, ii. Not addressing latency or
system performance, iii. Duplicate publications. The selected papers were
systematically analyzed based on system architecture; sources of latency (micro- and
macro-levels); and latency optimization techniques, particularly in data filtering and
encryption layers.

IV. Existing Research

Existing studies mainly optimize individual stages of blockchain-enabled
HIoT, while the propagation of local computational delay across the complete
transaction path remains less explored. Micro latency arises from filtering, hashing,
encryption, signature processing, CPU computation, and memory access [III] [XIII],
whereas macro latency is linked to communication, transaction propagation, queueing,
validation, and distributed storage [XII] [XXIV] [XI] [XXXIV]. This supports a cross-
layer view in which local and distributed delays interact.

At the filtering layer, major latency sources include processing [ XXXV] [XXII] [VII],
transmission [XXXV] [XXII] [XXVI], queueing [V], storage [VII] [XXV], and
security/validation [XXXV] [XXI] [XXXIII]. These components are connected
through Egs. (2) — (6): preprocessing adds local cost but can reduce transmitted data
and transaction pressure, while limited edge/fog resources may shift delay downstream.
Queueing increases when transaction arrivals exceed processing capacity [V] and
storage placement further affects access overhead [VII] [XXV].

Recent solutions therefore combine fog edge filtering [ XXXV], local analytics [ XXII],
on/off chain storage [ XX V], adaptive consensus [ VII], SDN-based fog selection [ XXI],
queue-aware blockchain models [V], edge preprocessing [ XXVI], dual-ledger designs
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[XXXII], and lightweight authentication [I]. Their reported gains mainly reflect
coordinated architectural optimization rather than a single isolated mechanism.

Table 1: Data Filtering Layer

Ref.— References;, Proc.— Processing delay; Trans.— Transmission delay, Storage— Storage
latency; Queue— Queueing delay; Sec./Val.— Security / validation delay.

Table 1 shows that filtering-layer latency spans processing, transmission, storage,
queueing, and security/validation. Local filtering, anomaly detection, and feature
extraction mainly contribute to micro latency [XXXV] [XXXIII] while transmission,
queueing, and distributed storage mainly affect macro latency [V] [XIV]. Security
influences both levels; hence, filtering should be viewed as a trade-off between added
local preprocessing and reduced downstream communication and blockchain workload
[VII] [XXIV] [XXXIV].

The encryption layer is shaped by payload size, cryptographic complexity, and
processing capacity. RSA/ECDSA, hashing, and PoW increase computational and
confirmation overhead [VIII], whereas FHE introduces substantial arithmetic cost [II].
Optimized Paillier encryption and Bloom-filter-assisted search reduce cryptographic
and retrieval delay [XXIX] while edge-assisted authentication and server-supported
decryption shift intensive security tasks away from constrained devices [I] [ XXXI].

Micro and macro latency remain coupled during secure transaction processing. Proof-
of-Authentication and permissioned validation reduce PoW-related overhead
[XXVIII], but increasing payload and transaction volume can still increase blockchain
delay [XIX]. Split encryption, hardware acceleration, and optimized broadcast
protocols further reduce local cryptographic and communication latency [XIX] [XI]
[XXXVI] [XX].

Table 2: Encryption Layer

Sajal Chakraborty et al.

42



J. Mech. Cont. & Math. Sci., Vol.-21, No.-08, August (2026) pp 36-55

Ref.— Reference; Con.— Consensus validation delay, Enc./Dec.— Encryption / Decryption overhead;
Comp.— Computational overhead; Key Gen.— Key generation delay; Auth.— Authentication delay.

Encryption/decryption, key generation, and authentication mainly contribute to micro
latency because they depend on local device, edge, or fog resources [ XX VIII], whereas
distributed authentication and consensus validation contribute to macro latency through
multi-node coordination [XXIV]. The encryption layer therefore links local
cryptographic cost with downstream blockchain processing and validation [XIV] [XXI]
[XXXT], supporting a cross-layer approach to latency optimization.

V. Discussion

Section V identifies where micro and macro latency arise across data filtering,
security processing, communication, blockchain validation, and storage. Section ILiv
complements that taxonomy by modelling these stages as a dependency chain rather
than independent delay classes. Accordingly, the present discussion does not rank
frameworks by their reported percentage improvement. Instead, it examines the
conditions under which each latency result was obtained and then interprets the result
against the state variables of the cross-layer model. In particular, workload, network
size, consensus design, and processing resources instantiate the variables Ay, N, Pc, Cy,
, and C., while the reported latency metric determines which term or set of terms in Eq.
(1) is being observed. The values in Table 3 are intentionally interpreted in a condition-
aware manner. A percentage improvement describes a framework relative to the
comparator used in that study; it is not a common performance scale across the
literature. The listed studies differ in blockchain design, consensus, workload, network
scale, hardware, deployment environment, and even in what is called latency. Thus, the
87.5% clinical response-time improvement in [XXVI], the 50% system latency
reduction in [XXII], the 39% transaction latency reduction in [VIII], and the 34%
cryptographic processing reduction in [XXIX] represent different quantities. Direct
numerical ordering of these values would therefore be analytically misleading.
Heterogeneous results are used below to identify recurring dependency paths and
optimization trends, while quantitative comparison is confined to matched or study-
controlled conditions.

Table 3: Comparative latency characteristics of selected reviewed frameworks
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Cl.— Comparable Within family only;, C2.— Conditional; C3.— Within-Study-Only;, NC.— Not
Comparable; NR.— None reported.

The strongest reductions at system-level are generally reported by architectures that
move computation closer to the data source and reduce the amount of information
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forwarded upstream. However, these results must be interpreted through Egs. (2) and
(3), not as evidence that filtering alone determines end-to-end performance. In [ XXVI],
edge processing reduced clinical alert response time from 3.2 s to 0.4 s while also
decreasing cloud-bound traffic. The evaluated framework combined filtering,
aggregation, local anomaly processing, contextual processing, and resource
prioritization; consequently, the 87.5% response time improvement is a property of the
edge architecture as a whole rather than a controlled filtering ablation [XXVI]. The
same distinction applies to the hybrid fog edge architecture of [ XXX V], where selective
transmission, fog/edge placement, security controls, and local analytics were jointly
introduced while a 70% system latency reduction was reported [ XXXV]. These studies
are useful for establishing the Do— Df —L, dependency, but they are supporting
architectural evidence rather than directly comparable blockchain performance
measurements. A similar coupling appears in blockchain-associated fog frameworks.
The system in [ XXII] reduced measured latency from 150 ms to 75 ms through local
fog processing while simultaneously incorporating smart contract security and Al-
assisted processing [XXII]. FogChainFlow [XXV] further separates time-sensitive
local processing from on-chain storage and reports approximately 0.71 s per dataset,
together with low off-chain fog device latency of 0.109 — 0.153 s [XXV]. The result
supports the architectural principle that reducing the volume and distance of data
movement can lower L, and relieve downstream workload. It does not, however,
establish a universal percentage gain because the comparator methods and
experimental conditions differ. Likewise, the blockchain-SDN-zero-trust framework in
[XXI] reduces average response time to 180.47 ms from 299.08 ms in one baseline
configuration, but its SDN routing, zero-trust validation, fog scheduling, and
blockchain security mechanisms are modified together [XXI]. The system-level
evidence therefore supports a cross-layer trend locality and workload reduction can
reduce macro latency without isolating a single causal stage.

The transaction-level studies provide direct evidence for the workload-sensitive part of
Egs. (5) and (6). In [VIII], latency rises as the transaction and storage load increases:
the study reports 15.3 ms for ten transactions on one node, while the storage-growth
experiment increases from 22.1 ms to 45.8 ms as the transaction batch grows from 50
to 500 [VIII]. Similarly, [ XXVIII] evaluates transaction groups from 100 to 1000 and
reports average read and write latencies of 61 ms and 16 ms, respectively, with latency
increasing as the transaction count grows [ XXVIII]. These observations are consistent
with the role of Ay and Qp in Eq. (5), but neither study provides a term-by-term
measurement of queueing and consensus delay. The evidence therefore supports
workload sensitivity of the blockchain service path rather than a claim that consensus
alone caused the observed increase. If validation, storage and ledger placement are all
changed at the same time, the role of architecture becomes clearer. The multi-ledger
design combines Hyperledger Fabric, Holochain, IPFS, post-quantum cryptography
and edge intelligence [XXXIII]; its high-scale extension reports approximately 3400
TPS at about 180 ms, while a permissioned PBFT + IPFS configuration is reported
below 200 ms [ XXXIII]. These figures demonstrate that transaction finality can remain
sub-second under a carefully engineered permissioned architecture, but the
contribution of consensus cannot be separated from the Holochain/Fabric division of
labour, off-chain storage and edge processing. In [XIX], the average blockchain
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transaction latency is approximately 0.13 s in a split-cryptography edge-Fabric
implementation [XIX]. Because encryption placement, digital signatures, secure
transport, and blockchain commitment coexist in the same execution path, the reported
transaction latency similarly represents an integrated service chain. Based on the
studies, it is concluded that Eq. (6) is more suitable as an analysis tool for the key
variables N, P., Av, and Q, rather than a ranking criterion for different consensus
algorithms.

The cryptographic computation is the source of the best micro-latency data since
several research papers provide direct measurements of the local processes. For
example, the AES-128-GCM encryption of the ESP32 grows from 11.32ms when using
10 KB to 56.49ms with 50 KB, indicating the influence of the payload size on the local
security processing defined by Eq. (4) [XIX]. This local increase can also reduce the
effective service capacity available to subsequent blockchain processing when secure
transactions are produced continuously. The result therefore connects a micro-level
cryptographic cost to the service-rate term L, in Eq. (5), although the source does not
separately measure the resulting queueing increment. The privacy-preserving scheme
in [XXIX] provides a different form of component evidence. Fast exponentiation
reduces Paillier encryption/decryption time by an average of 34% across the tested key
sizes, while Bloom-filter-assisted searchable encryption keeps ciphertext retrieval
approximately constant as the stored data grows [XXIX]. These results are directly
relevant to local cryptographic and retrieval latency, but they should not be translated
into an equivalent end-to-end percentage because downstream propagation, queueing,
and consensus were not isolated under the same experiment. The authentication
framework in [I] combines Hyperledger Indy, APBFT, edge processing, and NuCypher
threshold proxy re-encryption and reports a 2.93% latency reduction together with a
98.33% improvement in authentication efficiency [I]. Since the security, computation
placement, and consensus mechanisms change together, the overall latency
improvement is evidence for the integrated authentication architecture rather than for
one cryptographic primitive. The ablation reported in [VIII] is particularly important
for causal interpretation. At the same T10/node-1 configuration, the full SHA-
256+RSA+ECDSA system records 15.3 ms latency; removing ECDSA reduces latency
to 13.8 ms, removing RSA to 12.9 ms, and removing SHA-256 to 11.5 ms [VIII]. This
controlled comparison demonstrates that individual security operations have
measurable processing costs. It does not imply that these mechanisms should be
removed: the source explicitly reports loss of signature security, access-control
strength, or data integrity when the corresponding component is omitted. The relevant
design problem is therefore not minimum latency in isolation, but minimum latency
subject to the required security properties.

The only time in the communication layer where the literature on this topic has an
intervention is during propagation. The Dual Perigee study evaluated peer selection in
a matched 50-node private Ethereum PoA setup and reported decreases of 54.7% in
transaction latency and 48.5% in block latency, respectively, when compared to default
peering [XIV]. Because the blockchain, consensus family, and emulator environment
remain unchanged but the peer selection strategy is varied, this research has higher
component-level validation compared to the other frameworks. The outcome of
broadcasting in [ XXXIII] offers a complementary trade-off for the system in terms of
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latency: the encrypted MQTT approach can achieve a broadcast latency of
approximately 50 — 120 ms, while the blockchain-based covert channel is
approximately 150 — 400 ms, but offers distributed auditability and more decentralized
trust [ XXXIII]. The numbers presented above cannot be seen as the comparison of two
independent systems since they show that the latency constraint depends on the level
of security and trust assumed. Thus, the propagation factor of Eq. (3) depends on the
payload and link characteristics, as well as topology and replication and communication
semantics selected for the blockchain architecture. Combined, it seems there is no
universal ordering in which the same layer in the HIoT hierarchy results in the greatest
delay or the same optimization results in the greatest improvement. However, there are
recurring dependency patterns: filtering and edge/fog processing impact D¢ and arrival
pressure in the upstream path; topologies and peer selection impact propagation;
transaction volume and resource availability impact queueing; and consensus/storage
design impact finality and buffering in the downstream path. The dependencies are
directly represented by the different paths shown in Section ILiv. The result of this is
that the effects are workload- and architecture-dependent, and therefore Table 3 does
not rank the effects as percentages.

VI. Analysis

The quantitative discussion in Section V establishes what each study measured
and under which conditions. The remaining analytical question is whether a reported
latency gain can be assigned to a particular component. This distinction is necessary
because the dependency model in Section IL.iv predicts interaction: a change to filtering
can modify propagation and arrival pressure, a change to encryption/authentication can
modify service time, and a change to communication or consensus can modify queue
occupancy and finality.

Table 4: Component-level attribution of latency optimization
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Table 4 therefore maps each principal implementation result to its optimization
mechanism and explicitly records whether the component was isolated. “Partial”
denotes direct component timing or partial ablation without a complete system-level
isolation. “No” denotes an integrated architecture in which multiple mechanisms
change concurrently without component-level control. “NR” is used only when the
source does not provide enough information to determine isolation.
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Table 4 changes the interpretation of the literature importantly. Most large end-to-end
or system-level improvements are reported by integrated architectures. The fog, edge,
blockchain, routing, storage, and security mechanisms in [XXII] [XXV] [XXXIII]
[XXXV] are introduced in combination; consequently, their system-level latency
improvements must be attributed to the combined architecture. In contrast, [ VIII] offers
a controlled peer-selection comparison within a common PoA environment and
includes a cryptographic ablation at a fixed transaction/node condition. This set of work
provides further evidence in favor of latency effects at the level of components. What
differentiates this case from the one described by the reviewer is that the association of
some architectural feature with lower end-to-end latency does not mean that the feature
caused this effect.

The evidence has been interpreted as a dependency, and not as a universal percentage
gain, as all the reviewed frameworks encourage the early removal of redundant or non-
critical data at the data filtering stage. The pre-processing changes Dy as per Eq. (2) in
the notation of Section ILiv If Dr decreases, the serialization portion of L, can be
decreased, and the number of transactions or the size of transactions can be decreased,
which can lead to a decrease in A, before the blockchain queue. This is why edge/fog
frameworks, such as [XXII] [XXVI] [XXXV], claim to have lower system or clinical
response latency and lower upstream traffic [ XXII] [XXVI] [XXXV]. The same goes
for Fog-Chain-Flow [XXV], which demonstrates the ability to move time-sensitive
processing off-chain and nearer to the data source. However, these frameworks also
modify computation placement, scheduling, routing, security processing, or storage.
The filtering itself adds Lt and more selective or intelligent preprocessing can add more
local computation, but at the same time reduce the communication and blockchain
workload downstream. The evidence in the system-level studies is not adequate to
support the stronger claim that the end-to-end reduction is solely due to filtering, but it
does support the pathway filtering — lower payload/arrival pressure — lower
downstream latency.

The encryption layer shows more transparency of local cryptographic processing and
downstream system latency. The local dependence is made explicit in equation (4) by
the payload Dy, the cryptographic capacity C., and the chosen security configuration.
As seen in [ XIX], the processing time of local AES-GCM increases with the size of the
message. If the local security-processing interval is long, it will lower the transaction
delivery rate to the blockchain service path under continuous transaction generation.
This establishes a dependency chain involving cryptographic workload, service time,
W, queueing, and consensus, as represented by Egs. (4) — (6). The security-latency
trade-off is also reflected in the component evidence. For each removal in [VIII], there
is measurable latency for ECDSA, RSA, and SHA-256, and each removal reported in
[VIII] corresponds to the weakening of a specific security property. Similarly, [XXIX]
optimizes the cost of the Paillier encryption/decryption algorithm, but does not propose
that security operations can be neglected [ XXIX]. These findings argue for the removal
of cryptographic controls, but not in a blanket fashion and for lightweight
implementation, acceleration and appropriate offloading. The integrated authentication
result in [I] should be interpreted on the same basis: its improvement reflects the
combined effect of edge placement, permissioned validation and proxy re-encryption
rather than a separately measured contribution from any one mechanism [I].
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Communication and blockchain validation are the most obvious examples of macro
latency that cannot be considered as a set of independent categories. The authors in
[XIV] show that the topology and peer selection can make a big difference in
transaction and block propagation in a controlled peer-selection experiment. Redundant
propagation can cause more traffic and queue pressure, and delayed delivery can cause
transactions or blocks to take longer to be available to validators. Both exhibit increased
latency with increasing workload at the transaction-processing stage [VIII] [ XXVIII]
as predicted by the Av—p—Qp dependency in Eq. (5). Consensus and storage then alter
the time period of pending state. The integrated designs in [XXXIII] [XXV] reduce
ledger pressure either by multi-ledger or on/off chain placement, but they also change
the storage, propagation, and validation behavior at the same time [XXV] [XXXIII].
Therefore, the overall end-to-end enhancement should be considered as a combined
architectural effect. This interpretation also avoids double counting: If a reduction
occurs after a move off-chain, it is not a filtering gain, a storage gain, and a consensus
gain unless the study has separate controlled measurements.

The condition-aware and attribution-aware synthesis reveals that the major limitation
of the current evidence base is not a shortage of reported latency improvements, but the
limited ability to compare and decompose them. First, latency definitions remain
inconsistent: clinical response time, blockchain transaction latency, cryptographic
execution time, access latency and broadcast latency are often discussed together
despite measuring different segments of Eq. (1). Second, workload is incompletely
reported in many studies; transaction rate, payload size, concurrent devices,
validator/peer count and queue occupancy are necessary to interpret A,, N and Qb.
Third, hardware and computation placement are frequently omitted even though C. and
Cy directly determine service capacity. Fourth, very few studies report stage-by-stage
measurements of Lg, Le, La, Ly, Lg, Le and Ls under the same workload. A stronger
experimental design for future blockchain-enabled HIoT systems should therefore
combine absolute latency reporting with controlled ablation. At minimum, a study
should preserve the same workload, network scale and hardware while changing one
optimization mechanism at a time. Where mechanisms are expected to interact,
factorial or staged experiments can quantify interaction terms rather than attributing the
full end-to-end gain to a single layer. Queue occupancy, arrival rate, effective service
rate, and finality time should be logged together so that the micro-to-macro paths in
Egs. (4) — (6) can be tested empirically. Such measures would transform the current
dependence theory from an abstract analysis on survey data to a quantifiable cross-
layer model.

It is not possible to categorize the analyzed frameworks in terms of their performance
ranking based on the reduction percentages since they employ different latency
measures and testing conditions. However, based on the evidence presented, the
following four optimization strategies can be recognized: edge/fog processing
minimizing the amount of incoming data and reducing the load of arriving data;
cryptography acceleration/ offloading, decreasing the time of local services; topology-
aware communication, minimizing transaction block propagation; and permissioned,
lightweight/distributed ledgers, minimizing the validation and storage load.
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In the context of Section ILiv, the synthesis above helps make the main cross-layer
point of the survey without overstating causal relationships. Processing decisions
locally impact the state passed further, which may be transmitted via communication,
queuing, consensus, and storage. In this sense, it is the most convincing evidence that
can be used for drawing dependency paths and making trade-offs rather than pointing
at one dominating layer of latency. When a source gives isolated measurement, e.g.,
peer selection isolation in [XIV] or cryptographic isolation in [ VIII], component-level
analysis is justified; otherwise, the observed effect is due to the whole system
architecture.

VII. Conclusion

This study demonstrates a cross-layer analysis of latency in blockchain-

supported HIoT systems with a dependency-aware micro-macro framework. The
analysis reveals that end-to-end latency is dependent between stages. Data volume and
transaction load downstream of the filtering stage affect subsequent processing, while
cryptographic and authentication operations impact local service time, propagation,
queueing, consensus, and storage, which impact distributed processing delay. The
comparative analysis also reveals that the latency reduction reported in the studies
cannot be considered as a common performance scale due to the differences in the
architecture, consensus, workload, hardware, and network size of the studies reviewed,
as well as the different definitions of latency. Likewise, numerous system-level
enhancements come from concurrent changes in filtering, communication, storage,
security, and blockchain processing; thus, the impact of these changes can't always be
attributed to a single component.
These findings support the dependency-based model rather than a universal order of
latency sources. To make sure that latency is minimized to its best possible level, all
these factors need to be balanced and optimized in the right manner. This means that
future research will have to provide concrete numbers for the absolute latency at each
of these layers, with some workloads and hardware, but still keeping the desired
security levels.
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