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Abstract

Mobile Ad hoc Networks (MANETSs) are decentralized, infrastructure-less
networks characterized by dynamic topology, making them highly vulnerable to
security threats such as blackhole attacks and prome to performance degradation
under increasing network scale. Most established routing protocols cannot
simultaneously address adaptive routing efficiency and intrusion detection with low
computational overhead. An enhanced routing framework, Adaptive Hybrid Antnet
with Optimized Support Vector Machine (AH-MantnetOpSVM), presented in this
paper, offers adaptive, scalable, and secure communication in MANETSs. This
approach combines adaptive parameter tuning into the Antnet routing mechanism for
the dynamic regulation of pheromone updates based on the residual energy of the
node and real-time congestion levels while incorporating an optimized SVM-based
intrusion detection for identifying and isolating malicious nodes involved in
blackhole attacks, with reduced computational overhead. There is a consistent and
substantial improvement in packet delivery ratio, throughput, and network lifetime
while reducing delay and false positive rate. Unlike conventional approaches that
suffer performance degradation as node density increases, AH-MantnetOpSVM
consistently maintains stable and reliable performance across varying network
scales, thereby effectively enhancing both security and scalability in the MANET
environment.

Keywords: Mobile Ad Hoc Networks, Ant Colony Optimization, Support Vector
Machine, Intrusion Detection System, Blackhole Attack, Secure Routing.

I. Introduction

Mobile Ad Hoc Networks (MANETSs) operate as self-organizing wireless
systems where mobile nodes dynamically form communication links without the need
for fixed infrastructure. Due to their flexibility and rapid deployment capabilities,
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MANETs are widely applied in scenarios such as disaster management, military
operations, and remote communication environments. However, the absence of
centralized control and the highly dynamic topology introduce significant challenges
in maintaining reliable communication and efficient routing [ XVIII], [ XVI].

One of the primary challenges in MANETSs is the frequent topology variation caused
by node mobility, which leads to unstable routing paths and increased packet loss. In
addition, limited energy resources and increasing node density further complicate
network scalability and performance. As the number of nodes grows, congestion and
routing overhead increase, resulting in degradation of key performance metrics such
as packet delivery ratio and throughput [ XXVI], [I]. Therefore, designing adaptive
and energy-efficient routing mechanisms remains a critical research issue.

Along with routing challenges, security threats pose a major concern in MANET
environments. The open medium and lack of centralized monitoring make these
networks highly vulnerable to various attacks, among which the blackhole attack is
one of the most severe. In such attacks, malicious nodes falsely advertise optimal
routes and subsequently drop data packets, causing significant disruption in
communication [XI]. Traditional routing protocols such as AODV and DSR often
suffer from increased routing overhead and reduced performance in highly dynamic
environments and are not equipped with mechanisms to detect or mitigate such
attacks, leading to severe performance degradation.

To address these issues, several research efforts have focused on integrating
intelligent techniques into routing and security frameworks. Machine learning-based
intrusion detection systems have been widely explored to enhance attack detection
accuracy [V],[XXI]. Recent studies have demonstrated the effectiveness of deep
learning and hybrid models in identifying anomalous behavior in MANETs [XIX],
[XIIT]. However, many of these approaches introduce additional computational
complexity and are not tightly integrated with routing mechanisms.

Bio-inspired routing techniques, particularly those based on ant colony optimization,
have shown promising results in improving routing efficiency and adaptability in
dynamic networks. These approaches utilize pheromone-based path selection to
identify optimal routes under varying network conditions [XXII],[XVII]. Although
such methods enhance routing performance, they often lack integrated security
mechanisms, making them susceptible to malicious attacks. Similarly, hybrid
approaches combining routing and machine learning have been proposed, but they
often fail to address scalability and parameter optimization effectively [XI], [XXV],
[VI].

Despite significant advancements, there exists a critical need to develop a unified
framework that simultaneously addresses adaptive routing, efficient intrusion
detection, and scalability under varying network conditions. Most existing works
either focus on routing optimization or security enhancement independently, without
considering the combined impact of node density, energy efficiency, and dynamic
network behavior. Furthermore, limited attention has been given to adaptive
parameter tuning mechanisms that can improve system performance in real-time.
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Earlier work introduced hybrid routing frameworks such as H-MAntnetSVM, which
integrates AntNet routing with SVM-based intrusion detection to improve security
and performance in MANETs. An enhanced version, H-MantnetOpSVM, further
improved detection accuracy through SVM parameter optimization. However, these
approaches do not incorporate adaptive parameter tuning within the routing process
and show limitations in scalability under increasing network sizes [ XI], [XIV].

To overcome these limitations, an Adaptive Hybrid Antnet with Optimized Support
Vector Machine (AH-MantnetOpSVM) framework is proposed in this paper that
integrates adaptive parameter tuning into the Antnet routing mechanism for dynamic
pheromone regulation based on residual energy and congestion levels. Additionally,
an optimized SVM-based intrusion detection model is incorporated to accurately
identify and isolate malicious nodes involved in blackhole attacks while reducing
computational overhead through feature optimization.

The main contributions of this work include the development of an adaptive bio-
inspired routing mechanism, integrated with optimized machine learning-based
intrusion detection, and comprehensive performance evaluation under varying node
densities ranging from 50 to 200 nodes. The proposed model is evaluated using
metrics such as packet delivery ratio, end-to-end delay, throughput, accuracy, false
positive rate, and network lifetime to demonstrate its effectiveness.

The remainder of this paper is organized as follows: Section 2 presents the literature
review of the existing routing and security detection approaches in MANETS. Section
3 describes the proposed methodology, the adaptive routing mechanism, parameter
tuning strategy, and optimized SVM-based intrusion detection. Section 4 discusses
the simulation setup along with the results and discussion, analysing the performance
of the proposed method under varying network conditions. The last section concludes
the paper and highlights the potential directions for future research.

II. Literature Survey

Mobile Ad Hoc Networks (MANETS) are highly dynamic and infrastructure-
less networks, making routing and security significant challenges. The frequent
topology changes and absence of centralized control expose MANETS to various
routing attacks such as blackhole and flooding attacks. Therefore, designing an
efficient and secure routing mechanism remains a critical research problem.

H-MAntnetSVM, proposed in [XI], integrates Antnet-based routing with SVM-based
intrusion detection for secure communication in MANETSs. However, its fixed SVM
parameters limit scalability under higher node density, leading to increased
computational overhead. To overcome the limitations of H-MAntnetSVM, H-
MantnetOpSVM was developed by incorporating SVM hyperparameter optimization
via a grid search, achieving improved detection accuracy [XIV].

An Adaptive Ensemble Tree Learning (AETL) based 2-stage intrusion detection, and
Hybrid Dual Optimization of Machine Learning Model (HDOMLM) are introduced
in [XIX] to improve energy efficiency and network lifetime through optimized
clustering and leading agent selection. A hybrid Network Intrusion Detection System
(NIDS) combining XGBoost, Random Forest, Graph Neural Networks (GNN), Long
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Short-Term Memory (LSTM) networks, and Autoencoders is presented in [VI]. Al-
driven intrusion detection systems (IDS) enhance MANET security by tackling the
vulnerabilities caused by their decentralized dynamic characteristics, improving
attack detection rates and minimizing false positives [XIII].

The application of deep learning methodologies in Intrusion Detection Systems (IDS)
enhances the security of MANETSs by detecting attacks such as black hole and gray
hole attacks. [XXIII]. An adaptive clustering mechanism is presented to minimize
energy utilization and improve network efficiency and robustness of the dynamic
MANETSs [XXVI]. An energy-efficient adaptive routing mechanism is proposed to
address energy consumption and network performance while considering the dynamic
nature and energy constraints of MANETSs [ XX VIII].

The review highlights that combining clustering algorithms and energy-efficient
routing protocols addresses many issues in dynamic and energy-constrained
MANETs [V]. Improved Grey Wolf Optimization Artificial Neural Networks
(IGWO-ANN), a classification algorithm, is proposed to improve the detection of
intruders by combining IGWO and ANN [XXIV]. MANET security is improved
using Support Vector Machine (SVM) based anomaly detection to detect black hole
attacks [II]. Artificial Neural Networks (ANNs) are explored for energy saving and
routing in MANETs [XII]. The fuzzy-based inference system with ensemble
classification offers a high degree of improvement in intrusion detection and
classification to provide the trustworthiness of MANET services [VIII].

A machine learning approach with a trust-based system that is a combination of
methods produces an improvement in detection while reducing its impact on network
performance [XX]. A security approach is presented to address vulnerabilities of
MANETS arising from their decentralized nature and exposure to various attacks [I].
A combination of security mechanisms and performance measures presented in
[XXII] caters to specific issues encountered in MANETS, such as the ever-changing
topology and the security issues faced. Adaptive techniques and multi-objective
optimization are incorporated into ACO to overcome slow convergence and local
optima, with improved heuristic functions and pheromone updates for effective
routing. These issues are most significant in infrastructure-less networks where
existing routing protocols can no longer perform well [XXV], [XVI].

A secure and effective routing mechanism to address the various attacks while
considering node mobility and the lack of infrastructure is required [XXI]. A
decision tree (DT) based intrusion detection approach achieved 98.9% accuracy,
representing sophisticated detection mechanisms for network security [III]. A
comparative analysis of bio-inspired algorithms, including AntNet, ARA, and
AntHocNet, efficiently adapt the routing of a dynamic network [X]. HyphaNet, a bio-
inspired routing algorithm that uses the self-organizing and adaptive characteristics of
fungal networks to optimize routing based on attractiveness and resource availability,
achieves improved performance over traditional algorithms [IX].

AOERP is an energy-aware protocol enhancing route reliability and extended
network lifetime by selecting feasible paths by considering the limited energy of the
nodes within the transmission range [IV]. An adaptive greedy strategy, GSACO, is
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proposed to improve routing through enhanced network stabilization [XVII].
MAODV-ACO protocol achieves a 99.66% Packet Delivery Ratio (PDR) for 100
nodes, while reducing delay compared with CARP and AODV-BA-DST[VII].
Reactive routing protocols combined with ACO provide an improved, efficient, and
secure routing in MANETS, through repetitive configuration of routes [XV].

Research Gap and Motivation

Despite several advances in MANET routing and security over the period, a few
limitations still exist. Most existing studies focus either on route optimization or on
intrusion detection using swarm intelligence methods, limiting the integration
between routing and security functionalities. Some hybrid models such as H-
MAntnetSVM and H-MantnetOpSVM improve performance but depend on fixed
parameters and limited network size, restricting adaptability and scalability.
Moreover, the optimized SVM detection adds processing load and is not closely
linked with routing decisions.

These limitations highlight the need for an adaptive framework addressing routing
efficiency, security, and scalability. Accordingly, the AH-MantnetOpSVM integrates
adaptive Antnet routing with parameter tuning and an optimized SVM-based
intrusion detection for efficient, secure, and scalable communication in dynamic
MANET environments.

III. Methodology
Network Model

The Mobile Ad Hoc Network (MANET) is modelled as a dynamic graph G=
(V, E), where V represents the set of nodes in the network, and E denotes the wireless
connectivity between them. Each node in the network operates independently and
participates in routing by forwarding packets for other nodes without relying on any
centralized infrastructure. The mobility and limited transmission range of the nodes in
the network result in frequent route disruptions, which are experienced in the
network, making route discovery and maintenance more complex.

The links established between the nodes fall within each other’s communication
range, so a multi-hop transmission is achieved between nodes. Certain essential
characteristics of MANETS, like the absence of centralized monitoring in the network
along with inconsistent topology, make them vulnerable to several routing threats.
Among all the types of attacks, blackhole attacks are significant ones that particularly
disrupt the entire network, as malicious nodes advertise false optimal routes; once it
receives the data packets from other nodes in the transmission range, they
intentionally drop packets. Hence, an efficient routing strategy must be integrated
with a reliable intrusion detection mechanism to ensure secure and consistent data
transmission [XI].

System Architecture

The proposed energy efficient and security enhanced routing algorithm, which
combines adaptive swarm intelligence based Antnet routing with an optimized
Support Vector Machine (SVM) based intrusion detection system for Mobile Ad Hoc
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Networks (MANETS), is illustrated in Fig.1. The system architecture consists of four
major components: the Adaptive Hybrid Antnet routing module, parameter tuning
module, feature extraction unit, and SVM based intrusion detection system.

During the route discovery process, the routing module explores multiple paths using
swarm intelligence techniques, where optimal routes are selected based on
pheromone values and heuristic information. The adaptive parameter tuning module
dynamically adjusts routing parameters, such as the pheromone update rate, based on
residual energy and congestion levels, thereby enhancing overall network
performance.

The feature extraction unit collects node behavioral parameters, including packet
forwarding ratio and delay variation, which are utilized by the SVM classifier to
detect malicious nodes and classify them as either normal or malicious. Once
blackhole nodes are identified, they are isolated from the network, and a secure path
for data transmission is recomputed by the routing module. Thus, the proposed
approach ensures both efficient routing and enhanced security in dynamic MANET
environments.

Adaptive Hybrid Antnet Routing

An adaptive hybrid antnet algorithm is proposed to overcome the challenges arises in
mobile ad hoc networks by providing an energy-efficient route discovery by
considering the limited energy sources of the nodes. The method is inspired by swarm
intelligence, utilizing artificial ants that reinforce high-quality routes by exploring
multiple paths between the source and destination through pheromone updates.

Residual energy, congestion level, and node connectivity are the network state
variables primary focussed in the proposed routing technique that need dynamic
updates based on the network condition. Unlike conventional Antnet protocols that
use fixed parameters, the proposed approach provides adaptive parameter tuning to
improve route reliability and prevent excessive energy consumption under high-
density networks.

The routing process is initiated by the source node with the generation and
propagation of forward ants (FANTSs) through neighboring nodes. Next-hop selection
is done based on pheromone intensity and heuristic information. Using the
probabilistic transition rule represented in Eq. (1), the probability of selecting the next
hop during route discovery is determined,

b (t)“(ny)? 1)
U Emp)em)P
where 7;; represents the pheromone concentration on the link between nodes iand j,
and the heuristic value reflecting node quality is denoted by 7;;. The parameters aand
Bceontrol the influence of pheromone trails and heuristic information, respectively.
This mechanism enables a balance between exploration of new paths and exploitation
of previously successful routes.
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The heuristic value is defined based on node energy and distance as represented by eq
(2), where node j’s residual energy is Ej, and the distance between the nodes i and j is
represented as D;;j. Higher energy and shorter distances between the nodes are the
priorities of this formulation so that energy efficiency is improved and the
transmission delay is reduced. To support adaptability, the pheromone update
mechanism is modified as in eq (3). The pheromone evaporation factor is p, E; is the
residual energy of the node, and Q; denotes the queue length representing congestion.
y and 6 are the weighting parameters that regulate the influence of energy and
congestion. Tt+1 represents the updated pheromone value on the link between nodes i
and j at 1terat10n t+1. Thus, the routing performance is improved by the adaptive
update strategy, which prioritizes energy-rich and less congested nodes, thereby
enhancing network lifetime and scalability [ XIV].

2

t+1 =(1- p)Tl] + YE; + 8Q; (3)

The adaptive pheromone update incorporates residual energy and congestion
conditions into route selection. The weighting parameters y and o regulate their
contributions and control pheromone evaporation. Thus, the routing process adapts to
changing network conditions and favors suitable routes. Additionally, simulation-
based evaluation under changing network conditions demonstrates its effectiveness,
while further theoretical analysis can provide insight into its stability.
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Intrusion Detection Using Optimized Support Vector Machine

An optimized Support Vector Machine (SVM) based intrusion detection mechanism
is integrated into the routing framework to identify normal and malicious nodes.
Node behavior is assessed using the packet forwarding ratio, packet drop rate, route
reply frequency, residual energy, and delay variation extracted from the network
traffic, which help identify anomalies such as packet dropping or false route
advertisement [ XIX]. The SVM classifier constructs a decision boundary to separate
normal and malicious nodes using the classification function as defined in eq (4).
Here, x is the feature vector, x; is the support vector, y; is the class label, a; 1is the
Lagrange multiplier, K is the kernel function, and b is the bias term. The kernel
function is defined in eq (5).

f(x) = sign( X, a;y; K(x;x) +b) 4)
K(x;x) = exp(=yllx; — x|1%) (5)

Hyperparameter optimization is applied to the SVM classifier to improve
classification performance. The penalty factor and kernel parameters are tuned to
maximize detection accuracy while minimizing false positive rates. Optimized SVM
models have been shown to significantly enhance detection capability in MANET
environments [VI][XIV][XV].

Secure Route Construction

As soon as the classification process is completed, the nodes classified as malicious
are excluded from the routing. The routing table is dynamically updated by the
routing algorithm by removing these nodes, and alternative secure paths are
recomputed using the adaptive Antnet mechanism. Backward ants (BANTSs) reinforce
the selected secure path by updating pheromone values along the route. This ensures
that future route discoveries favor reliable and secure paths. The proposed approach
effectively mitigates the impact of malicious nodes and enhances packet delivery
performance by combining intrusion detection with routing.

Scalability Evaluation

The scalability of the proposed model is evaluated under varying network
sizes from 50 to 200 nodes. Major challenges of mobile ad hoc networks such as
routing overhead, congestion, and energy depletion become more significant when
the size of the network increases. The adaptive parameter tuning mechanism enables
the routing protocol to adjust dynamically to these changes, maintaining stable
performance across different network densities. The performance of the proposed
model is evaluated using standard metrics, including packet delivery ratio,
throughput, end-to-end delay, network lifetime, detection accuracy, precision, recall,
and false positive rate.
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IV. Results and Discussion

Simulation Environment

Table 1: Simulation Parameters

NS-2.35 is used to evaluate the performance of the proposed AH-MantnetOpSVM
routing protocol under varying network conditions using the parameters in Table 1.
Mobile nodes with densities ranging from 50 to 200 are deployed over the simulation
area of 800 m x 800 m to 1500 m % 1500 m, with the Random Waypoint mobility
model, and communication is established using Constant Bit Rate (CBR) traffic over
UDP. Each node is initialized with a fixed energy, with a 100s simulation time and a
250 m transmission range establishing communication links between nodes. The
performance of the proposed model is compared with AODV, Antnet, H-
MAntnetSVM, and H-MantnetOpSVM under blackhole attacks.

The routing metrics, including packet delivery ratio, end-to-end delay, and
throughput, are obtained from NS2 trace files. Features extracted from the simulation
logs are provided to the SVM classifier to identify malicious nodes. Detected nodes
are removed from the routing path, and the updated network conditions are used for
data transmission, enabling a comprehensive evaluation of both routing efficiency
and security performance.

Packet Delivery Ratio

Table 2 presents the packet delivery ratio (PDR) results, indicating that AH-
MantnetOpSVM outperforms the existing protocols across all network sizes, as
depicted in Fig.2. As the number of nodes increases from 50 to 200, the PDR of all
protocols gradually decreases, mainly due to increased congestion and routing
overhead.

Even under these conditions, the proposed model maintains a higher PDR, with about
97% at 50 nodes and 91% at 200 nodes. Its adaptive parameter tuning mechanism
selects nodes with higher residual energy and lower congestion, while the optimized
SVM-based intrusion detection isolates malicious nodes, thereby reducing packet
drops caused by blackhole attacks and maintaining more reliable data transmission
even as the network size increases.
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Table 2: Packet Delivery Ratio Performance Comparison

PDR Comparison
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Fig. 2. Number of Nodes Vs Packet Delivery Ratio (PDR)
End-to-End Delay

The end-to-end delay results in Fig. 3, based on the values shown in Table 3, show
that the AH-MantnetOpSVM achieves lower delay across all network sizes compared
to AODV, Antnet, H-MAntnetSVM, and H-MantnetOpSVM. As the node density
increases, delay rises for all protocols due to increased routing complexity and
congestion. AODV records the highest delay due to frequent routing operations and
the lack of optimization, whereas Antnet shows a moderate improvement because of
probabilistic routing. The proposed algorithm maintains the lowest delay of 10 ms at
50 nodes and 18 ms at 200 nodes, thereby demonstrating reduced delay by integrating
adaptive routing and intrusion detection.

Table 3: End-to-End Delay Performance Comparison
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End-to-End Delay Comparison
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Fig. 3. Number of Nodes Vs End to End Delay

With adaptive pheromone-based route selection, which favors less congested and
energy-efficient paths, the proposed methodology maintains lower delay in the
network as node density increases. Additionally, the intrusion detection mechanism
further reduces packet loss and retransmissions by isolating malicious nodes, and
thereby ensuring faster and more reliable data delivery.

Throughput

The proposed protocol AH-MantnetOpSVM achieves a higher data transfer rate of
230 kbps at 50 nodes and maintains 185 kbps at 200 nodes compared to AODV,
Antnet, H-MantnetSVM, and H-MantnetOpSVM across varying network sizes for a
count of 1000 data packets for all protocols, as shown in Fig.4 and Table 4. As the
number of nodes increases, throughput decreases for all protocols due to increased
congestion and routing overhead, whereas the adaptive routing mechanism
outperforms the existing methods that select the energy efficient paths on the network
conditions. Also, isolation of malicious nodes by the SVM classifier ensures reliable
packet forwarding and stable throughput even in dense MANET environments.

Table 4: Throughput Performance Comparison

Security Performance

AODV and Antnet protocols focus primarily on the routing operation and lack node
classification capabilities. Accuracy, precision, recall, and Fl-score are used to
evaluate the routing protocols integrated with an intrusion detection mechanism. The
security performance of H-MAntnetSVM, H-MantnetOpSVM, and AH-
MantnetOpSVM is presented in Table 5. Fig.5 shows that H-MAntnetSVM and H-
MantnetOpSVM exhibit lower results than AH-MantnetOpSVM across all evaluation
metrics.
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Throughput Comparison
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Fig. 4. Number of Nodes Vs Throughput

H-MAntnetSVM achieves an accuracy of 92%, with 91% precision and 90% recall,
with fixed parameters and without optimization. H-MantnetOpSVM shows an
increase of 94% in accuracy along with the corresponding increase in precision and
recall, indicating better classification of normal nodes and malicious nodes through
SVM optimization. The proposed framework further enhances the detection
performance with 97% accuracy, 96% precision, 95% recall, and 95% F1-score
through adaptive parameter tuning and SVM optimization, indicating an increased
true positive rate and reduced false positive rate.

Table 5: Security Performance Comparison

False Positive Rate (FPR)

The false positive rate analysis indicates that the proposed AH-MantnetOpSVM
significantly reduces incorrect classification of normal nodes as malicious, as shown
in Fig. 6. Table 6 shows a very low false positive rate of 3% for the proposed
technique compared with 8% and 6% for other models. The network reliability is
enhanced because of the optimization in parameters and the feature selection process.

G. Kalaiselvi et al.

191



J. Mech. Cont. & Math. Sci., Vol.-21, No.-08, August (2026) pp 180-197

Security Performance Comparison
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Table 6: False Positive Rate Comparison

False Positive Rate Comparison
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Fig. 6. False Positive Comparison
Network Lifetime (seconds or rounds)

A Dbalance in the energy distribution among the nodes is achieved in
AH-MantnetOpSVM due to the adaptive tuning of routing parameters that reduces
the unnecessary routing activities in particular routes. Network lifetime represents the
operational duration of the network measured in simulation time units based on the
energy consumption patterns observed during the simulation process, as presented in
Fig. 7 and Table 7., shows a maximum lifetime of 920 units measured in the proposed
model, which outperforms both AODV and Antnet, that exhibits lower lifetimes,
respectively, as well as H-MantnetOpSVM and H-MAntnetSVM. In addition, the
early detection of malicious nodes also helps the protocol to avoid unnecessary
energy depletion caused by retransmissions and failures in routes, thereby improving
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overall network sustainability. This metric is evaluated for all routing protocols, as it
is independent of intrusion detection and reflects overall energy efficiency.

Table 7: Network Lifetime Comparison

Network Lifetime Comparison
1000

Network Lifetime (units)

O o a A )
O e (\‘9"'{, z@?" i
P

AN o &
A W\Q@ ‘*\x'\

Routing Protocols

Fig. 7. Network Lifetime Comparison
V. Discussion

The proposed model shows clear improvements over existing protocols in the
detection of blackhole attacks under the selected mobility model and simulation
parameters. However, its performance under other routing attacks may vary.
Therefore, evaluation under diverse attack scenarios and MANET conditions is
considered for further investigation. In addition, formal analysis of routing-
probability convergence and pheromone equilibrium can provide further insight into
the stability of the adaptive pheromone mechanism. The adaptive Antnet component
responds to network changes through effective pheromone updates to manage
frequent link breaks, node movements, and variations in node energy, thereby
improving the resilience and fault tolerance of the network. The efficiency of the
proposed protocol is validated using performance metrics such as packet delivery
ratio, delay, throughput, false positive rate, and network lifetime. Based on these
improvements in routing and security, the proposed approach provides a reliable and
scalable solution for MANET applications such as disaster recovery, military
communication systems, and vehicular ad hoc networks.

VI. Conclusion

Mobile ad hoc networks face major challenges like energy efficiency and
vulnerability to various security threats due to their changing network topology and
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node mobility, despite their various applications. An adaptive and scalable routing
framework based on AH-MantnetOpSVM has been developed to address the
challenges of energy efficiency and security. Antnet routing mechanism enables
dynamic adjustment of routing decisions with the integration of adaptive parameter
tuning based on the network conditions, leading to improved route stability and
efficient energy utilization. In addition, the incorporation of an optimized SVM-based
intrusion detection system improves the classification of normal and malicious nodes
effectively to mitigate the impact of blackhole attacks.

The proposed approach demonstrates superior performance compared to the
traditional protocols and existing hybrid protocols in terms of packet delivery ratio,
delay, throughput, false positive rate, and network lifetime, achieving up to 97%
packet delivery ratio with improved reliability. Additionally, the model also
maintains stable performance with the increase of network size up to 200 nodes.
Future work can be focused on extending the proposed framework to handle multiple
types of routing attacks and validating its performance in real-time environments. On
the other hand, deep learning techniques can also be used to enhance intrusion
detection accuracy and adaptability in highly dynamic MANET scenarios.
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