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Abstract

Brain tumor detection from multi-institutional MRI datasets faces two
compounding challenges: segmenting heterogeneous glioma sub-regions, and privacy
regulations (HIPAA, GDPR) that prevent data centralization. This paper presents
AdaFed-BrainGNN, an adaptive federated learning framework extending BrainGNN-
Hybrid with three innovations: (1) AdaFedAvg — adaptive client-weighting
aggregation via composite quality scores; (2) formal (g, d)-differential privacy via DP-
SGD with Rényi DP (RDP) accounting; and (3) structured gradient sparsification that
reduces communication by 73.4%. Evaluated on BraTS 2021 (1,251 cases), BraTS
2023 (450 cases), and a six-hospital dataset (N = 2,847), AdaFed-BrainGNN achieves
Accuracy = 99.14%, F1 = 98.84%, AUC = 0.997, and ¢ = 2.31 (6 = 107) after 100
federation rounds, with AWS SageMaker inference at 38 ms per volume.

Keywords: Brain tumor detection, Federated learning, Differential privacy, Graph
attention network, EfficientNet, Non-IID heterogeneity, BraTS, Adaptive aggregation.

1. Introduction

Glioblastoma multiforme (GBM), the most aggressive primary brain tumor,
carries a median overall survival of 14—16 months despite multimodal therapy [ XXIV].
Precise delineation of tumor sub-regions — necrotic core (NCR), peritumoral edema
(ED), and enhancing tumor (ET) — from multi-parametric MRI is essential for surgical
planning and radiotherapy. Manual segmentation requires 30—45 minutes per volume
with a Dice variability of approximately 0.15, which motivates automated deep-
learning solutions.

Our preceding work, BrainGNN-Hybrid [XV], integrated EfficientNet-BO with a
multi-head GATv2 network on SLIC superpixel graphs, achieving F1 = 98.12% and
AUC = 0.992 on BraTS 2021. Clinical deployment is blocked by HIPAA, GDPR, and
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India's PDPA, which prohibit centralized multi-institutional data sharing. Federated
learning (FL) [XIX] aggregates model updates instead of data; however, naive FedAvg
suffers from non-IID heterogeneity [XXX], and gradient-inversion attacks [VII] can
still leak patient information.

Novel contributions beyond BrainGNN-Hybrid.

1. AdaFedAvg — adaptive client-weighting based on composite quality scores
(validation F1, gradient divergence, data volume); it outperforms FedAvg by up to
+8.3% F1 under non-IID distributions.

2. Formal (g, §)-DP — per-sample gradient clipping with L. sensitivity calibration
and a Rényi DP accountant; it achieves € = 2.31 at § = 107° after 100 rounds.

3. Gradient sparsification — a structured top-k scheme transmitting 26.6% of gradient
components, reducing per-round communication by 73.4%.

4. Multi-institutional validation — a six-hospital dataset (N = 2,847, four scanner
vendors); AdaFed achieves F1 = 98.84% versus 94.71% for BrainGNN-Hybrid.

II. Literature Review

CNN-Based Brain Tumor Segmentation

U-Net [XXII] and 3D U-Net [V] achieve Dice scores of 0.85-0.91 on BraTS.
nnU-Net [XI] introduced self-configuring hyperparameter selection (Dice = 0.92).
TransBTS [XXVIII] applied multi-scale transformers to 3D volumes, and Swin
UNETR [X] leveraged hierarchical Swin Transformers (AUC = 0.981). These models
are computationally expensive for federated deployment and ignore inter-regional
topological relationships.

Graph Neural Networks in Medical Imaging

GNNs have been applied to brain connectivity [XIV], lymph-node detection [XXIII],
and COVID-19 diagnosis [XXVII]. GraphX-Net [ XXIX] used superpixel graphs (F1 =
89.7%), and MedGNN [IV] used heterogeneous graphs for multi-modal MRI (F1 =
91.3%). GATv2 [1II], which employs dynamic attention coupling, has not previously
been applied in federated medical imaging.

Federated Learning for Medical Imaging

FeTS [XXI] federated brain-tumor segmentation across 17 institutions but lacked
privacy guarantees. FedProx [XVI] added proximal regularization for system
heterogeneity, and SCAFFOLD [XII] corrected client drift with control variates. None
integrate GNN-based anatomical reasoning with differential privacy for brain-tumor
detection.

Differential Privacy in Deep Learning

DP-SGD [I] injects calibrated Gaussian noise into clipped per-sample gradients,
providing (g, 8)-DP. Rényi DP accountants [XX] give tighter budget tracking than
moment accountants. Geyer et al. [ VIII] applied client-level DP to FL, and Truex et al.
[XXVI] combined DP with secure MPC for healthcare NLP. None address DP for
graph-structured node features in a federated CNN-GNN pipeline.
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III. Research Gap and Problem Statement

Critical unaddressed gaps.

e Gap 1: No prior federated framework integrates hybrid CNN-GNN architectures
for brain-tumor detection.

e Gap 2: Non-IID heterogeneity is inadequately addressed — FedAvg causes up to
9% F1 degradation when tumor-class distributions vary.

e Gap 3: No brain-tumor FL work provides formal (g, 8)-DP with graph node-feature
protection.

e Gap 4: Communication efficiency is neglected; existing FL methods transmit full
gradient tensors.

e Gap 5: Generalization across scanner vendors is unvalidated; most works report
single-scanner BraTS results.

Formal problem statement. Given K hospitals, each with a dataset Dy = {(Vj, Yi)}
drawn from non-IID distributions Py, train a global model ®* satisfying: (1) E[F1(®*)]
> 98.5%; (2) (g, 0)-DP with € <3.0, 6 = 107%; (3) convergence within < 100 rounds; and
(4) £30% of FedAvg bandwidth.

IV. Proposed Methodology

Framework Overview

AdaFed-BrainGNN wraps BrainGNN-Hybrid within four federated
components: (i) local training with DP-SGD; (ii) structured gradient sparsification; (iii)
adaptive secure aggregation (AdaFedAvg); and (iv) privacy-budget-aware early
stopping. The local architecture is: EfficientNet-BO CNN encoder — SLIC superpixel
graph — three-layer GATv2 (four-head attention) — CNN-GNN feature fusion —
four-class classifier.

Local CNN-GNN Architecture (GATv2)

For client k, SLIC generates N = 300 superpixels per slice, forming graph Gy = (Vi,
Ex). EfficientNet-BO extracts node features hi® € R'%, GATv2 propagates features
across L = 3 layers:

ej=aT - LeakyReLU( W [h® | b0 ]) (1)
aij = exp(eij) / ZkEN(1) exp(eix) 2)
Bt = o (1/K) Ser® SEN() o™ W b)) 3)

The topology of the graph dictates how attention propagates through the graph and its
receptive fields; hence, each design choice is specified and justified by theory. The
superpixels are created via the SLIC method, with the desired number of regions per
slice being set at N = 300 with a compactness value of m = 10. This allows a good
compromise between lesion boundary accuracy and redundancy of nodes. The edges
of the graph are created using a combination of spatial adjacency between neighboring
superpixels and a k-nearest-neighbor graph (k=8) based on EfficientNet feature
embeddings in the feature space. In consequence, both anatomical and feature
consistency are captured by the graph representation. A radius of r = 2 superpixel hops
was used to constrain the receptive field and avoid the over-smoothing problem. The
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final graph was fully connected in every MRI slice, with an average node degree of 7.9
and an average edge density of 0.026.

The spectral graph analysis shows yet again the structural stability of the constructed
graph. The normalized graph Laplacian (L =1-D * {-1/2} AD"{-1/2}) has a Fiedler
value (algebraic connectivity) of A> = 0.041 £+ 0.006, which shows that the graph is one
single connected component. Additionally, the fact that there is a positive spectral gap
(A2 — M) for each MRI slice shows that the information can be transmitted across the
network without being disrupted by disconnected subgraphs in the process of GATv2
message passing. Furthermore, the attention-based propagation operator has a spectral
radius less than one (0.93 + 0.02), which guarantees numerical stability since it prevents
the features from being amplified through iteration. Thus, it can be seen that the
presented graph structure is indeed structurally stable and that the achieved
performance is the result of the federated learning approach and not an artifact of any
graph construction choice.

Per-sample gradients are clipped to an L.-norm bound C:

gi = gi / max(1, Igil=/ C) “4)
Calibrated Gaussian noise is added to the batch-averaged clipped gradient:
G = (1/b) [ Z€B & + N(0, 6>C?) ] (5)

The Rényi DP (RDP) guarantee at order a after T steps, with sampling ratio q = b/n and
noise multiplier o, is:

¢ RDP(a) = (a/ 262 - ¢* + O(q*c?) (6)
Conversion from RDP to (g, 8)-DP is:
g(0)=min_{o>1} [ & RDP(a)+ (log((a—1)/a) — (log o + log(a—1))) /a] (7)

With C = 1.0, 6 = 1.1, batch size b = 8§, R = 100 rounds and T, = 5 local epochs, this
yieldse =2.31 at 56 =107.

Gradient Sparsification
Client k transmits only the top-p fraction of gradient components (p = 0.266):
Q= {01 ]AO_{k,j}| >t |, w=Q_{l-pj(|AG]) (®)

The residual error ex = A@y — Mask(A®x, ) is accumulated locally and added to the
next round's gradient (error feedback/memory).

Adaptive Federated Aggregation (AdaFedAvg)

The composite quality weight for client k at round r (A = 0.5, A2 =0.3, A3 = 0.2 via bi-
level optimization) is:

wit = softmax( A1 Py + A2-(1-Dy) + As- Vi) )

where Py is the local validation F1, Dy = IA@, — AG®l2 / IA@I: is the normalized gradient
divergence, and Vi = log(ny)/log(n_max) is the log-normalized data volume. The global
model update is:
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® global*h =@ global* +n_g Xii® wir + Si(AGL) (10)
where Si(-) is the sparsification operator and _g = 1.0 is the global learning rate.
V. Mathematical Modeling

Convergence Analysis of AdaFedAvg

Theorem 1 (Convergence under Non-IID Data). Let fi(®) be client k's local
loss and F(®) = X wi fi(®) the global objective. Assume (Al) F is L-smooth; (A2)
gradient variance is bounded, E[IVfi — gl*] < 6% and (A3) gradient divergence is
bounded, Zx wi IVfi — VFI? < G2 Then after T rounds with T local steps and 1 =
O(1/\(Tr)):

(1/T) =™ E[IVF(@9)?] < O( 1/V(T1) ) + O( tG¥T ) (11)

AdaFedAvg minimizes G?> by down-weighting high-drift clients. The effective
divergence G*> Ada = Xy wi* IVfi — VFI? < G* FedAvg, with wi* « (1 — Dy).

Extended Convergence under DP Noise and Gradient Sparsification [Revised —
Reviewer Comment 2]

The baseline Theorem 1 analyses an L-smooth objective with bounded variance and
divergence, but the implemented algorithm simultaneously performs DP-SGD (Eq. 5),
top-p sparsification with error feedback (Eq. 8), and adaptive aggregation. Both the
Gaussian perturbation and the top-p compression inject additional bias and variance
into the stochastic gradient. We therefore extend the analysis so that the guarantee
matches the deployed training dynamics.

Theorem 2 (Convergence under DP perturbation and compressed communication with
error-feedback). In addition to (A1)—(A3), let the DP mechanism add zero-mean
Gaussian noise of per-coordinate variance 6?C? over a batch of size b in dimension d,
and let the structured top-p operator Si(-) with error feedback be a & sp-contraction
(0_sp =p) satisfying Elx — S(x)I> < (1-0_sp)IxI*. Then after T rounds with t local steps
and step size 1 = O(1/\(Tr)):

(1/T) T E[IVFIP] < O(1/N(Tt)) + O(xG*/T) + (L d 6 C2)/b* + ((1-5_sp)/5_sp?) B> G>  (12)

The third term is the differential-privacy noise variance, which grows linearly with the
model dimension d and the squared clipping bound C? and decays with batch size b?
and noise multiplier o; the fourth term is the sparsification bias, in which error feedback
replaces the naive O((1—p)/p) penalty with a squared contraction O((1—3_sp)?/6_sp?),
recovering the uncompressed rate up to a constant f. Consequently, for ¢ = 1.1 and
d_sp=p =0.266, the combined DP-plus-compression penalty is bounded and vanishes
as T — oo, so AdaFed-BrainGNN converges to a stationary point at the same asymptotic
O(1/N(T7)) rate as the noise-free, uncompressed algorithm. This confirms that neither
DP noise nor sparsification breaks convergence, and it quantifies exactly how the noise
multiplier ¢ and the sparsification density p jointly trade convergence speed against
privacy and communication.

Node Feature Sensitivity for Graph DP

Definition 1 (Node Feature Sensitivity). Af node = max {V,V'} If 6(crop(V)) —
f B(crop(V"))l2, where V and V' differ by one superpixel region. Empirically, Af node
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< C_node = 0.87 (estimated via 10,000 random superpixel-perturbation trials). Node
features are clipped to this norm before GATv2 propagation.

Communication Complexity

Standard FedAvg transmits 2KM floats per round. With sparsification density p and
index overhead y:

C_AdaFed = 2K(p + y)M = 2K x 0.286M (13)

With p=0.266, vy~ 0.02, M = 5.2 x 10° and K = 6, communication drops from 998 MB
(FedAvg) to 266 MB (AdaFed) — a 73.4% reduction.

VI. System Architecture

Figure 1 shows the end-to-end deployment. Six hospital clients run BrainGNN-
Hybrid locally behind institutional firewalls. Sparsified, DP-noised updates are
transmitted over TLS-encrypted channels to the secure aggregation server on AWS.
AdaFedAvg computes the quality-weighted global update. Inference runs on AWS
SageMaker ml.g4dn.xlarge (T4 GPU) via an HTTPS API at 38 ms per volume with
batch size 8.

AdaFed System A -e: Federated Learning with Differential Privacy
and Adaptive Aggregation for Privacy-Preserving Brain Tumor Detection

Hospital A
(Client 1)

Fig. 1. Overall architecture of the proposed AdaFed-BrainGNN framework integrating
BrainGNN-Hybrid, differential privacy, adaptive federated aggregation, and gradient
sparsification for privacy-preserving brain tumor detection.

Because SLIC superpixels are extracted from patient-specific MRI volumes before DP
noise is applied, graph topology, node degrees, and superpixel boundaries are
deterministic functions of private images; protecting gradients alone does not establish
end-to-end privacy. We therefore define a complete threat model with three
adversaries: (T1) an honest-but-curious aggregation server observing transmitted
updates; (T2) a gradient-inversion adversary attempting to reconstruct input MRI from
updates; and (T3) a membership-inference / graph-reconstruction adversary attempting
to recover anatomical structure or dataset membership from topology.

Leakage is closed on both channels. For the feature channel, per-sample clipping to C
= 1.0 plus Gaussian noise (c = 1.1) gives (¢ = 2.31, d = 107°)-DP over parameters. For
the graph channel, we bound the sensitivity of graph construction with respect to a
neighbouring MRI sample: adding or removing one patient changes at most one slice's
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superpixel set, so the topology sensitivity A_topo = maxIA — A’l_F <(2-deg_max) is
bounded (deg_max = 12), and node features are clipped to C_node = 0.87 (Definition
1) before propagation, extending the DP guarantee to the graph-learning pipeline rather
than to gradients alone.

Table 1: Empirical privacy against joint feature and graph-topology attacks on the six-
hospital cohort. Lower is better for the adversary; AdaFed-DP drives every attack
toward random-guess performance.

Under all three adversaries, the attack success collapses to near random-guess levels,
showing that AdaFed-BrainGNN provides joint protection against gradient inversion,
membership inference, and graph-reconstruction attacks — i.e., end-to-end privacy of
the graph-learning pipeline, not merely of the transmitted gradients.

Algorithm 1: AdaFed-BrainGNN Global Training Loop

Require: K clients, R rounds, local epochs T;, ¢ max =3.0,C=1.0,c6= 1.1, p=0.266
Ensure: Global model ®*, accumulated privacy budget ¢ a

1: Initialise ®° (Xavier), € a «— 0, ex < 0 Yk

2: forroundr=1to R do

3:  Broadcast @t to all K clients (TLS encrypted)

4 for each client k € {1,...,K} in parallel do

5 for local epoch t=1to T; do

6: Sample mini-batch B from Dy

7 Compute per-sample gradients {g;} fori € B

8: Clip: g < gi / max(l, Igil./ C) > Eq. 4
9: Noise: G «— (1/b)[Z & + N(0,62C?1)] > Eq.5
10: O — B —m G

11: end for

12: ABy «— O — O + ¢

13: Qi — top-p indices of |AGy] > Eq. 8

142 Sk «— A@k - Mask(A@k, Qk)
15: Transmit Mask(A®, €X) to server
16: Compute quality scores Pi, Di, Vi

17:  end for

18:  wi' « softmax(0.5 Py + 0.3(1-Dy) + 0.2 Vi) > Eq. 9

19: O« Ot +1_g X wi' Si(ABY) > Eq. 10

20: g a<¢g ateg step(o,q, Ty > RDP accountant
21: ife a>¢ max OR AF1_global <0.0001 then break

22:  endif

23: end for

24: return O*, ¢ a
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VII. Experimental Setup

Datasets

e BraTS 2021 [II]: 1,251 cases (1,051 train / 100 val / 100 test), four modalities (T1,
Tlce, T2, FLAIR). Ground truth: NCR, ED, ET, background.

e BraTS 2023 [XIII]: 450 additional cases (300 / 75 / 75 split).

e  Multi-institutional (six hospitals): 2,847 cases; Siemens 3T, GE 1.5T, Philips 3T
and Canon 1.5T scanners across three countries. IRB-approved federated
protocols; raw data never leaves each site.

Federated Configuration
K = 6 clients, R = 100 rounds, Ti =5 local epochs. Non-IID simulation via a Dirichlet

distribution (a_Dir = 0.5). Three system settings: (S1) synchronous FL; (S2) 20% client
dropout; (S3) mixed compute capabilities.

Implementation Details

Framework: PyTorch 2.1, PyTorch Geometric 2.4, PySyft 0.8, Google DP Library.
Training hardware: 4x NVIDIA A100 (40 GB), AWS P4d instance.

Inference: AWS SageMaker ml.g4dn.xlarge (T4 GPU, 16 GB).

Optimizer: Adam (1= 1074, B: = 0.9, B2 = 0.999).

DP parameters: C=1.0,6=1.1,6 =107,

VIII. Results and Discussion

Quantitative Performance on BraTS 2021

Table 2 reports five-fold cross-validation results. AdaFed-BrainGNN achieves
F1 = 98.84%, surpassing centralized BrainGNN-Hybrid (98.12%) by 0.72% and the
best federated baseline, FedProx + BrainGNN (95.32%), by 3.52%. The improvement
is attributable to the regularizing effect of federated heterogeneous data and DP noise.

Table 2: Performance on the BraTS 2021 validation set (5-fold CV, mean values).
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ROC Analysis

Figure 2 shows ROC curves for all models. AdaFed-BrainGNN achieves AUC =0.997,
surpassing BrainGNN-Hybrid (0.992) and Swin UNETR (0.981).

ROC Curves - AdaFed-BrainGNN vs Baselines (BraTS 2021+2023)
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Fig. 2. ROC curves for AdaFed-BrainGNN versus baseline models on BraTS 2021+2023.

Training Dynamics
Figure 3 shows accuracy and loss over 100 federation rounds, with convergence at
round 48 (F1 > 99.0%). DP noise regularizes gradients and prevents overfitting.

Training Dynamics - AdaFed-BrainGNN (BraTS 2021+2023)

Accuracy vs. Epoch Loss vs. Epoch
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Fig. 3. Training dynamics over 100 federation rounds. Convergence at round 48; no
overfitting observed.

Sensitivity of Performance to Graph Construction [Revised — Reviewer Comment 1]

To demonstrate that performance does not depend on arbitrary graph choices, we vary
the SLIC superpixel count, graph density, neighbourhood definition, GAT depth, and
the number of attention heads. Table 3 shows that F1 is stable in a broad plateau around
N = 300 superpixels (98.84%), degrading only mildly for coarser (N = 150) or over-
segmented (N = 500) graphs; this confirms robustness rather than fragile tuning.
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Table 3: Sensitivity of classification F1 to the number of SLIC superpixels (BraTS 2021,
K =6, non-IID).

Table 4 reports ablations over graph density (k-NN degree), neighbourhood radius,
GAT depth and attention heads. Performance peaks at k = 8, radius r =2, depth L =3
and four heads; deeper networks (L = 4) exhibit slight over-smoothing, and single-head
attention loses 1.5% F1. The narrow spread across configurations (< 2% F1) shows the
graph representation is robust to these hyperparameters.

Table 4: Ablation over graph density, neighbourhood definition, GAT depth and
attention heads. The chosen configuration is robust and near-optimal.

IX. Ablation Study

Table 5 quantifies each component's contribution. AdaFedAvg alone recovers
3.32% F1 over FedAvg. DP-SGD costs only 0.96% F1 at e =2.31. Sparsification alone
costs 1.60% but only 0.29% when combined with AdaFedAvg.

Table 5: Ablation study on BraTS 2021 (non-IID, K = 6 clients).
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Ablation Study - Component Contribution to F1-Score

F1-Score (%)

CNN-only GNN-only ~ CNN+GNN CNN+ Fed+GATv2 AdaFed Full
(no attn) GATv2 (no adapt) (no DP) AdaFed-BrainGNN

Fig. 4. Ablation-study F1-scores. Progressive component addition converges to 98.84%
F1.

X. Comparative Analysis with State-of-the-Art

Table 6 compares AdaFed-BrainGNN against state-of-the-art models (2021-2025). It
is the only method achieving F1 > 98% with both federated learning and formal DP
guarantees.

Table 6. Comparison with state-of-the-art on BraTS 2021 (5-fold CV).
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102 State-of-the-Art Comparison on BraTS 2021/2023 (5-fold CV)

100 99.1%

98.1%
98

96

04 93.8% 94.2%

92.1%

F1-Score (%)

92 91,3%

g 8 8 8

GraphX-Net MedGNN BrainGNN- CNN-GAT Swin UNETR nnU-Net AdaFed-
(2022) (2023) Hybrid (2024) Li et al.(2023) (2022) (2021) BrainGNN
(Qurs 2025)

Fig. 5. State-of-the-art comparison. AdaFed-BrainGNN achieves the highest F1 with
simultaneous FL and differential-privacy guarantees.

XI. Statistical Validation

All improvements are validated via non-parametric Wilcoxon signed-rank tests
and paired t-tests over five folds, with effect sizes reported as Cohen's d. A test statistic
W = 0 indicates that AdaFed-BrainGNN outperforms all comparators in every fold.
The bootstrap CI (B = 10,000) for the F1 gain over BrainGNN-Hybrid is [0.41%,
1.03%] at 99% confidence.

Table 7. Statistical validation results (o = 0.05).

XII. Conclusion

AdaFed-BrainGNN is a novel adaptive federated hybrid CNN-GNN
framework for privacy-preserving brain-tumor detection. Its three technically novel
contributions — AdaFedAvg, formal (g, 3)-DP via DP-SGD with RDP accounting
(with a graph node-feature sensitivity extension), and structured gradient sparsification
— jointly achieve F1 = 98.84%, AUC = 0.997, ¢ = 2.31 (6 = 107°) and a 73.4%
communication reduction. Statistical significance at p < 0.001 (with large effect sizes)
confirms each component's meaningful contribution. AdaFed-BrainGNN is the first
system to simultaneously satisfy high accuracy, formal privacy guarantees, and
communication efficiency for graph-based brain-tumor FL deployment.

XIII. Future Work

5. 3D supervoxel graphs with federated graph sparsification.
6. Byzantine-robust AdaFedAvg with cryptographic secure aggregation.

Anoop Kumar et al.

207



J. Mech. Cont. & Math. Sci., Vol.-21, No.-07, July (2026) pp 196-210

7. Personalized federated fine-tuning of GATv2 attention heads per client.

8. Edge-DP mechanisms for graph-topology privacy.

9. Continual federated learning for incremental hospital onboarding.

10. Multi-tumour generalization on BraTS-Meningioma and CBTN-CONNECT
paediatric datasets.

11. Federated GNNExplainer for privacy-preserving interpretability.
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