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Abstract  

The integration of Sparse Spatial Graph Neural Network (SSGNN) is a 

promising approach for enhancing the security and performance of Multiple User - 

Multiple Input Multiple Output - Orthogonal Frequency Division Multiplexing (MU-

MIMO-OFDM) systems. SSGNN can effectively model the sparse channel structure 

and estimate the channel state information (CSI) in real-time. This research introduces 

AI-driven solutions for next-generation wireless systems, focusing on a Sparse Spatial 

Graph Neural Network (SSGNN) optimized with Fennec Fox Optimization (FFO) for 

secure multi-user MIMO-OFDM channel estimation and interference mitigation. The 

proposed SSNGN-FFO approach achieves exceptional performance, with a 

remarkably low Bit Error Rate (BER) of 0.00012 and a high Peak Signal-to-Noise 

Ratio (PSNR) of 45dB, indicating its potential for reliable and high-quality wireless 

communication using MATLAB.  

Keywords: Bit Error Rate, Channel Estimation, Channel State Information, Deep 

Learning, Inter-Carrier Interference, Mean Squared Error, MU-MIMO-OFDM, Peak 

Signal-to-Noise Ratio, Sparse Spatial Graph Neural Network 
 

I. Introduction 

 The accelerated growth of wireless communication (WC) technologies, 
particularly the transition from fifth-generation (5G) to sixth-generation (6G) 
networks, has made them indispensable in today’s digital society. These systems 
enable ultra-reliable connectivity, massive device access, and high-speed data services 
across diverse domains such as the Internet of Things (IoT), vehicular networks, and 
smart cities. Despite these capabilities, the integrity and confidentiality of wireless 
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transmission remain vulnerable to a variety of security threats. Among them, jamming 
and pilot spoofing attacks have emerged as particularly critical, as they can severely 
disrupt signal transmission and compromise network performance. Meanwhile, the 
demand for extremely high data rates, robust reliability, and efficient spectrum 
utilization has accelerated the adoption of Multiple User-Multiple Input Multiple 
Output-Orthogonal Frequency Division Multiplexing (MU-MIMO-OFDM). This 
technique integrates MIMO’s multi-antenna architecture, which boosts throughput, 
with OFDM’s multi-carrier modulation, which improves spectral efficiency. The 
overall system architecture is illustrated in fig. 1, where the block diagram highlights 
the essential components of MU-MIMO-OFDM transmission. 

MIMO-OFDM technology provides significant advantages, including improved 
spectral efficiency, enhanced throughput, and resistance to frequency-selective fading 
[IV, XV]. However, it also introduces several challenges that limit its practical 
implementation. Complex channel estimation caused by Inter-Symbol Interference 
(ISI) and Inter-User Interference (IUI) remains a major issue. Furthermore, 
vulnerabilities such as pilot spoofing attacks can distort the Channel State Information 
(CSI), thereby compromising secure and reliable communication [II, XXXIX]. 
Consequently, developing robust channel estimation techniques and advanced 
interference mitigation mechanisms has become a primary focus for next-generation 
wireless systems. 

In response to these challenges, deep learning (DL) has emerged as a powerful tool for 
addressing the limitations of traditional signal processing techniques. Leveraging their 
ability to learn intricate features and adapt to varying channel conditions, DL-based 
models can improve both performance and security in wireless networks [XXXVI, VII, 
XX]. Convolutional Neural Networks (CNNs) have been applied to extract spatial 
features, while Recurrent Neural Networks (RNNs) have been employed to model 
sequential dependencies in time-varying channel [XIX]. More recently, Graph Neural 
Networks (GNNs) have gained traction for their ability to capture the spatial and 
relational structure of communication networks [XIV], making them particularly 
promising for multi-user MIMO systems with sparse channel properties. 

A Sparse Spatial Graph Neural Network (SSGNN) is particularly well-suited for MU-
MIMO-OFDM systems because it efficiently models the sparse and structured nature 
of wireless channel by representing antennas, users, and subcarriers as nodes in a graph, 
while edges capture spatial and frequency-domain relationships. Beyond accurate 
channel modeling, SSGNNs can strengthen security in MU-MIMO-OFDM systems in 
three critical ways: (a) Anomaly detection, for identifying unusual patterns in signal 
transmission; (b) Intrusion detection, for recognizing unauthorized access attempts; 
and (c) Channel estimation, for improving accuracy and preventing eavesdropping [VI, 
XXXII, XXXVIII]. Moreover, SSGNNs offer scalability and adaptability across 
diverse users and channel conditions, outperforming CNNs, RNNs, and 
computationally heavy dense GNNs. These characteristics make SSGNN a strong 
candidate for next-generation wireless networks requiring both high efficiency and 
robust security. 

Problem Statement and Research Gap 

 Although MU-MIMO-OFDM has emerged as a key enabler for next-
generation wireless networks, its performance is hindered by several critical 
limitations. Traditional channel estimation methods are highly vulnerable to pilot 
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spoofing attacks, inter-user interference (IUI), and inter-symbol interference (ISI), 
which degrade reliability and compromise security. While deep learning approaches 
such as CNNs, RNNs, and conventional GNNs have been explored to address these 
issues, they suffer from notable shortcomings. CNNs are constrained by limited spatial 
feature extraction in large-scale antenna arrays, RNNs struggle with computational 
overhead in modeling long sequences, and dense GNNs introduce scalability 
challenges that limit their application in multi-user environments. Furthermore, 
existing solutions seldom incorporate security-aware learning mechanisms, leaving 
networks exposed to sophisticated attacks. Most importantly, there is a lack of hybrid 
frameworks that combine graph-based learning with adaptive optimization to 
simultaneously improve channel estimation accuracy, scalability, and robustness 
against adversarial threats. 

Contributions 

The key contributions of this research are summarized as follows: 

Hybrid Framework for MU-MIMO-OFDM: Proposes a Sparse Spatial Graph Neural 
Network optimized with Fennec Fox Optimization (SSGNN-FFO), specifically 
designed to address channel estimation and interference mitigation challenges in MU-
MIMO-OFDM systems. 

Security Enhancement via SSGNN: Demonstrates how SSGNN effectively models 
antennas, users, and subcarriers as graph nodes, with edges capturing spatial and 
frequency-domain relationships, enabling robust anomaly detection, intrusion 
detection, and accurate channel estimation to safeguard against attacks such as pilot 
spoofing. This work evaluates worst-case estimator robustness under bounded 
distortions that are equivalent to low-power pilot contamination after baseband 
processing, consistent with recent learning-based physical-layer security. 

Scalability and Adaptability: Establishes that SSGNN-FFO provides superior 
scalability compared to CNNs, RNNs, and dense GNNs, ensuring adaptability across 
diverse users, dynamic channels, and multi-user scenarios in next-generation networks. 
Integration of Bio-Inspired Optimization: Introduces the Fennec Fox Optimization 
(FFO) algorithm for tuning SSGNN parameters, striking an effective balance between 
accuracy and computational complexity while improving resilience to adversarial 
conditions. 

Performance Validation: Validates the proposed SSGNN-FFO framework using 
MATLAB 5G toolbox datasets, achieving a Bit Error Rate (BER) of 0.00012 and a 
Peak Signal-to-Noise Ratio (PSNR) of 45 dB, which significantly outperforms 
existing DL-based methods. 

Novelty Statement 

Unlike existing CNN-, RNN-, and dense GNN-based approaches, the proposed 
SSGNN-FFO framework uniquely integrates a sparse spatial graph neural network 
with bio-inspired Fennec Fox Optimization, enabling scalable, secure, and highly 
accurate channel estimation in MU-MIMO-OFDM systems while simultaneously 
providing anomaly detection, intrusion detection, and robust interference mitigation. 

The paper is organized as follows: Section II reviews literature; Section III presents the 

SSGNN-FFO architecture, system model, and optimization process; Section IV 
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discusses the dataset and performance metrics; Section V provides results and 

conclusions. 

 

Fig. 1. The MIMO-OFDM System Block Diagram 

II. Literature Review 

  According to [XI], Multiple Input Multiple Output (MIMO) systems exploit 

multiple antennas at either the transmitter or receiver to improve data throughput 

without requiring proportional increases in power or bandwidth. Building on this, 

Nandi et al. [XXIII-XXV] emphasized that the performance of MIMO systems is 

largely determined by spatial diversity and multiplexing gains, which depend on the 

number and configuration of antennas. Techniques such as Vertical-Bell Laboratories 

Layered Space-Time (V-BLAST) and Space-Time Coding have been widely applied 

to enhance detection efficiency at the receiver. Nevertheless, due to hardware 

constraints and antenna spacing requirements, practical deployments often limit the 

number of antennas to four, restricting scalability in real-world systems. 

Shankar R. et al. [XXX] explained that MIMO technology leverages multipath 

propagation to transform signal variations into performance gains, thereby increasing 

data throughput and link reliability. Advanced implementations rely on coordinated 

transceivers and spatial processing to extend coverage and improve diversity. 

Furthermore, waveform enhancements such as Filtered-OFDM (F-OFDM) improve 

spectral efficiency by reducing out-of-band emissions, while Non-Orthogonal Multiple 

Access (NOMA) allows multiple users to simultaneously access shared spectrum 

resources, resulting in superior spectral efficiency and throughput compared to 

conventional orthogonal access schemes. 

Orthogonal Frequency Division Multiplexing (OFDM) has also been recognized as a 

cornerstone modulation scheme for modern wireless systems. Sivadas [XIV] 

highlighted OFDM’s effectiveness in handling multipath and frequency-selective 

fading by employing cyclic prefixes to eliminate Inter-Symbol Interference (ISI). 

However, the technique is sensitive to synchronization errors, with frequency offsets -

caused by oscillator mismatches or relative motion between transmitter and receiver - 

posing a major challenge [XXXI, XXVI]. Complementing these findings, S. Nandi et 
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al. [XXII, XXVII] demonstrated that OFDM achieves robustness against frequency-

selective fading by decomposing the channel into multiple flat-fading sub-channels 

through Inverse Fast Fourier Transform (IFFT) and Fast Fourier Transform (FFT) 

operations. This is accomplished by transmitting data over N overlapping but 

orthogonal subcarriers, thereby ensuring efficient modulation and demodulation with 

reduced ISI. Similarly, Jiang W. et al. [IX] reaffirmed that OFDM transforms time-

varying, frequency-selective channels into parallel flat-fading sub-channels, while 

stressing the importance of precise time and frequency synchronization to maintain 

subcarrier orthogonality. Frequency offsets, often resulting from mobility or oscillator 

discrepancies, remain a persistent drawback of OFDM [XIII]. 

To address these challenges, deep learning (DL) techniques have gained attention for 

their ability to model complex channel behaviors and enhance wireless system 

performance. Convolutional Neural Networks (CNNs) have been widely applied for 

extracting spatial features from channel state information (CSI), enabling accurate 

detection and improved interference suppression [XX]. Recurrent Neural Networks 

(RNNs) and their variants, such as Long Short-Term Memory (LSTM) networks, have 

been employed to model temporal dependencies in time-varying fading channels, 

improving robustness in dynamic environments [XIX]. More recently, Graph Neural 

Networks (GNNs) have demonstrated superior performance by exploiting relational 

and topological structures of communication networks, making them particularly 

effective for multi-user MIMO systems with sparse spatial channel characteristics 

[XIV]. 

A further development is the Sparse Spatial Graph Neural Network (SSGNN), which 

efficiently represents antennas, users, and subcarriers as nodes, while edges capture 

spatial and frequency-domain relationships. As shown in recent studies [XXXII, XVIII, 

I], SSGNNs provide threefold benefits: (a) anomaly detection, by identifying unusual 

transmission patterns; (b) intrusion detection, by recognizing unauthorized access 

attempts; and (c) enhanced channel estimation, by improving accuracy to counter 

eavesdropping threats. Moreover, their scalability enables adaptation to diverse users 

and dynamic wireless conditions, outperforming CNNs, RNNs, and dense GNNs in 

terms of efficiency and robustness. 

These advances establish the foundation for hybrid models that combine graph-based 

deep learning with bio-inspired optimization techniques to address unresolved 

challenges in MU-MIMO-OFDM systems, including scalability, security, and 

computational efficiency. 

III. Proposed Architecture of SSGNN-FFO 

  The research uses known pilot frequency signals to analyze and optimize the 

wireless channel. It employs an SSGNN-FFO [XXXIV] to detect and mitigate attacks 

(Adversarial Attacks) on transmitted signals and utilizes FASP scheduling to prevent 

IUI. The block diagram for the proposed approach is shown in fig. 2. 
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A.  SYSTEM MODEL 

The terminal’s signal, located on the MU-MIMO-OFDM time-frequency resource 

block, inserts the known pilot sequence of both the receiving and sending sides into the 

usable data before delivering the signal.  Consequently, with the goal to determining 

the channel response at the pilot, the pilot signal as well as the usable data signal, 

respectively, can be recognized as the base station of the receiving end [XVI]. We 

explicitly define the adjacency matrix A∈RN×N, where each entry Aij denotes the 

presence or absence of a physical or logical connection between nodes i and j. 

Adjacency is established based on spatial proximity (antenna-user association) and 

frequency-domain correlation (adjacent subcarriers within the coherence bandwidth). 

Fig. 3 displays the architecture of the system. The terminal sends two frequency domain 

signals: Fs, that is the signal in the data frequency domain and Fp which is the pilot 

frequency domain signal. G is the additive white Gaussian noise, and CR represents the 

channel response. The base station receives the following signals:  At the data location, 

RS represents the estimated channel response based on the neural network, equation1 

mentions Rp as the data frequency of the domain signal, CS is the channel pilot 

frequency domain signal; at the pilot site, Cp represents the channel response. The 

recovered frequency domain signal is F, while the base station’s antenna number is A. 

  
=

+=

N

i

pp GRFR

1

             (1) 

 

 
Fig 2. Proposed architecture 

 

At the initial stage, the pilot’s channel response is computed using the LS algorithm. 

The mathematical expression is represented by equation (2). 

p

p

p
F

R
C =                                (2) 

The LS technique does not account for noise while obtaining the channel response; 

noise is included in the produced information even if the algorithm’s formula is 
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straightforward to compute. The data is then entered into the channel estimation model 

[XXIV] based on SSGNN-FFO after it has been obtained. In order to further recover 

the outgoing signal and go on to the security detection stage [XXXIX], the whole 

channel response estimation value can be achieved through training and learning. 

B. Channel estimation and attack detection of SSGNN 

The sparsity-awareness of SSGNN reduces computational complexity, making it ideal 

for real-time tasks like channel estimation, beamforming, and multi-user detection, 

while its graph-based architecture naturally handles irregular antenna configurations 

and dynamic interference patterns in MU-MIMO scenarios. The proposed system 

employs the SSGNN-FFO algorithm for channel estimation. This approach leverages 

the strengths of graph neural networks and the FFO algorithm to enhance the 

performance and security of WC Systems. The channel is represented as a graph, where 

nodes represent different elements such as antennas and subcarriers, and edges denote 

the relationships and dependencies between them [XII, XXIX, XXI, X].  

The MU-MIMO-OFDM system is modeled as a graph G = (V, ℰ, A), where V denotes 

the set of nodes, ℰ denotes the set of edges, and A∈R∣V∣×∣V∣ is the adjacency matrix. 

Nodes represent users, antennas, and OFDM subcarriers. The adjacency matrix is fixed 

and defined as Aij = 1, if a physically meaningful interaction exists, otherwise 0. The 

adjacency structure is fixed and deterministic, derived from system knowledge rather 

than learned during training.  

Spatial connectivity links each user node u only to its serving antennas S(u) [as 

a∈S(u)], while frequency-domain connectivity links subcarriers k, l satisfying ∣fk−fl∣ ≤ 

Bc, where Bc is the coherence bandwidth. These physics-informed constraints enforce 

sparsity ∥A∥0 ≪ ∣V∣2, reduce complexity, and prevent non-physical dependencies. For 

the SISO-OFDM configuration, the graph size is ∣V∣ = Nu + Ns. The sparse and 

interpretable graph structure that results facilitates the efficient transmission of 

messages while maintaining critical spatial-frequency correlations. The received signal 

at the MU-MIMO-OFDM [XXII] receiver can be expressed in equation (3):  

   y = Hx + n                (3) 

 where H is the channel matrix, n is the noise vector, and x is the transmitted signal 

vector. 

The SSGNN uses a series of graph convolutional layers to learn the channel 

characteristics. The input to the network is the received pilot signal and the known pilot 

signal, which are used to train the network to predict the channel state information 

(CSI). Let 
( )k

vh  represent the hidden state of node v  at layer k  in the graph neural 

network. SSGNN uses a series of self-nested layers with graph structures to model the 

complex relationships in the wireless channel [XVII, I, V]. The network leverages 

sparse spatial connections within the graph to efficiently process the received signals.  

The update rule for the hidden state can be expressed in equation (4): 

( ) ( ) ( ) ( )
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where ( )vN   is the set of neighbours of node, uva  is the edge weight between nodes u  

and v . ( )kW  and ( )kb  are the weight and bias parameters for layer and   is the 

activation function. 

The SSGNN-FFO model can detect attacks by identifying anomalies in the received 

signal. This is achieved by comparing the predicted CSI with the actual received signal. 

A loss function can be used to measure the discrepancy between the predicted and 

actual CSI. The existence of an attack may be indicated if the loss crosses a specific 

threshold. An equation can be used to represent the loss function as shown below. 

 ( ) ( )
=

−=

N

i

ii yy
N

L

1

ˆ
1

                          (5) 

Where Ɵ represents the parameters of the neural network, iy  and iŷ  are the actual, 

predicted signals, N  represents the total number of samples respectively. We have 

identified the neighborhood N(i) explicitly from channel second-order statistics. Two 

nodes i and j are connected if their channel coefficients exhibit significant correlation:

   𝑁(𝑖) = {𝑗|
𝐸[ℎ𝑖ℎ𝑗

∗]

√𝐸[|ℎ𝑖|2] 𝐸[|ℎ𝑗|
2

]

≥ 𝜏}                    (6) 

where τ is a correlation threshold derived from channel coherence properties. This 

statistically grounded neighbourhood ensures that message transmission occurs only 

across physically correlated channel components. Here, the edge weights are learnable 

but sparsity-masked, defined as wij = Aij𝑤̃ij ; where Aij∈{0,1} is the fixed physics-

informed adjacency matrix and 𝑤̃ij is a trainable scalar parameter. This preserves 

physical sparsity while allowing adaptive weighting of correlated neighbours. 

Laplacian-normalized message passing employs the symmetrically normalized graph 

Laplacian to regulate information aggregation across nodes. The message-transmission 

rule using the normalized graph Laplacian is reformulated. Let, 

L = I−D−1/2AD−1/2      (7) 

where D is the degree matrix. The update rule in equation (8) is revised as (ensuring 

spectral stability and scale-invariant message propagation), 

   H(l+1) = σ(D−1/2AD−1/2H(l)W(l)+b(l))        (8) 

where H(l)∈R∣V∣×F
l is the node feature matrix at layer l, A ∈ {0,1} ∣V∣×∣V∣   is the fixed 

physics-informed adjacency matrix derived from channel statistics; D is the degree 

matrix with Dij = ∑jAij; W(l) ∈ RFl×Fl+1 and b(l) ∈ RFl+1 are trainable weights and bias 

respectably; σ(⋅) denotes a nonlinear activation function. 

IV. Dataset and Performance Parameters for SSGNN-FFO Technique 

 The simulation experiment of this part is conducted in the 5G toolbox running 

in MATLAB, using the Rayleigh channel model. The SSGNN uses graph-projected 

representation, controlling dimensionality via sparse neighborhoods. Model capacity 

grows with graph integration, not just neuron count. Sparsity becomes a structural 

constraint with Laplacian-normalized propagation. 
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Fig 3. System architecture 

During the training stage, when a certain number of signals is generated for a 

predetermined signal-to-noise ratio, 20,000 signals in total are generated as the training 

set. The training dataset is separated into validation and training sets to avoid 

overfitting. The validation data is used to track the trained neural network's 

performance at preset intervals, like five times per epoch, whereas the training set is 

used to train and test the model. The training process should conclude when the 

validation loss stops reducing and the model is no longer improving. In this research, 

training accounts for 80% of the dataset, with the remaining 20% being used for testing. 

The channel parameters and values are explained in Table 1. MATLAB 5G Toolbox 

permits customization and the SSGNN-FFO model requires datasets to create a variety 

of waveforms, antennas, and channel models. The dataset used in this research to train 

the DL-based channel estimation models was generated via the SSGNN-FFO Data 

Synthesis in 5G Channel Estimation [XXXV, III] reference example in MATLAB5G 

toolbox. 

The single-input single-output (SISO) antenna approach is applied with the physical 

downlink shared channel (PDSCH) and demodulation reference signal (DM-RS) to 

generate the channel estimate. The reference example in the toolbox sends and receives 

the signal 256 times, generating 256 training datasets for the DL-based channel 

estimation system. Each dataset consists of 8568 data points (612 subcarriers × 14 

OFDM symbols) with 1 antenna. To provide distinct inputs to the neural network 

during training, this approach transforms each complex-valued (I/Q) 612×14 matrix 

into a real-valued 612×14×2 matrix, separating the real and imaginary parts. 

Systems for wireless communication rely on complex numbers. In digital wireless 

communication, complex numbers are used to modulate and demodulate wireless 

transmissions due to their ability to represent multiple dimensions. In contrast, 

adversarial machine learning attacks typically operate in the real number domain, using 

real numbers to overcome the decision boundaries of target deep learning models. 
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Table 1:  Channel parameters 

Parameters Values 

Modulation 16QAM 

Number of transmit antennas 1 

Number of receive antennas 1 

Fading distribution Rayleigh 

Polarization Co-polar 

Direction of transmission downlink 

Windowing 36 

Maximum Doppler shift 5-400 Hz 

NFFT 1024 

Delay spread 1-300ns 

 

V. Result Analysis 

 The performance metrics that were evaluated in the proposed approach are 

given below, 

(i) MSE 

  A performance indicator called Mean Squared Error (MSE) is used to assess 

and contrast with existing methods. The MSE formula is provided below. The mean 

squared deviation between the expected and observed values is computed. The MSE is 

equal to zero when a model is error-free. As the model error increases, so does the MSE 

value. The MSE value rises in tandem with the model error. This can be expressed in 

equation (6), 

   
t

kk
MSE

mm −
=

2)ˆ(
"

         (6)
 

where, t represents the total number of instances, km represents the actual mth instance, 

and mk̂ represents the predicted mth instance. 

(ii) Attack Success Ratio (ASR) 

Next, the ASR was used as the performance indicator. The ASR is the ratio of test 

samples that an attacker could misinterpret to the total number of test samples.  The 

most effective attack is the one with the highest ASR. The formula for calculating ASR 

is as follows: 


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            (7)

 

where, m” represents the total number of test samples )( jx represents the original input 

data sample at index j )( jk  represents the corresponding true label for the original input 
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data sample at index j , 
adv

jx )( represents the adversarial input data sample at index j  

which is crafted by perturbing the original input data to deceive the model. 

(iii) Attack detections 

  Table 2 displays experimental results for the suggested strategy. According to 

the experimental findings, the suggested strategy can raise the channel estimate model's 

accuracy.  

Table 2: Analysis in terms of attacks  

 

Attack types 

MSE 

Attack Success 

Ratio (ASR) 
Benign input Malicious input 

Basic Iterative 

Method (BIM) 
0.027863 0.029183 0.066458 

Fast Gradient Sign 

Method (FGSM) 
0.027859 0.030103 0.095987 

Momentum 

Iterative Method 

(MIM) 

0.027857 0.029227 0.068912 

Projected Gradient 

Descent (PGD) 
0.027860 0.029178 0.066410 

Carlini & Wagner 

(C&W) 
0.027261 0.027405 0.00791 

 

The results showcase the effectiveness of the proposed strategy in generating potent 

attacks, which in turn, improves the accuracy of the channel estimation model. Our 

findings indicate that the suggested approach outperforms existing methods, including 

FGSM, BIM, MIM, PGD, and C&W attacks. Notably, a defensive distillation-based 

deep learning model is employed to defend against all these attacks. The empirical 

results demonstrate the efficacy of the proposed mitigation strategy in enhancing the 

precision of the channel estimation model against various adversarial attacks. The 

adversarial model assumes bounded perturbations on pilot or CSI representations, 

mimicking low-power pilot contamination or interference. This study focuses on 

feature-domain attacks, providing a conservative estimate of estimator robustness 

under realistic distortion limits, rather than exploring waveform-domain spoofing. 

Instead, FFO is used for low-dimensional hyperparameter and structural optimization, 

while gradient descent is used for network training. Table 3 outlines the optimization 

methods and dimensionality of various components in the SSGNN-FFO model. It 

shows that network weights are optimized using gradient descent (Adam) and have 

high dimensionality (hundreds), while components like graph sparsity level, learning 

rate, and dropout/regularization are optimized using FFO and have low dimensionality 

(1-3 or discrete/low values).  

FFO optimizes hyperparameters θhyper to minimize loss L (equation (8)). Network 

weights (W) are optimized separately via gradient descent. This bilevel optimization 

approach allows FFO to focus on hyperparameter tuning.  
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         (8) 

    
 

Table 3: Optimization Methods and Dimensionality of SSGNN-FFO Model 

Components 

Component Optimization Method Dimensionality 

Network weights (W, b) Gradient descent (Adam) High (hundreds) 

Graph sparsity level (τ) FFO Low (1–3) 

Learning rate (η) FFO Low 

Hidden feature size FFO Discrete 

Dropout / regularization FFO Low 

 

  Table 4 presents the performance of a communication systems at different 

signal-to-noise ratio (SNR) levels, measured in decibels (dB). As the SNR increases 

from 0 to 9 dB, both Bit Error Rate (BER) and Mean Squared Error (MSE) decrease 

significantly. Higher SNR levels result in lower BER and MSE values, indicating better 

system performance with fewer bit errors and more accurate predictions or estimations. 

This trend shows that improvements in SNR lead to enhanced quality and efficiency in 

signal transmission and processing. 

Table 4: Analysis with respect to SNR 

SNR (dB) BER MSE 

0 0.88376 0.015667 

3 0.034768 0.007870 

5 0.010103 0.003915 

7 0.002025 0.001950 

9 0.000356 0.000976 

 

 Table 5:  Comparative analysis between existing and proposed system 

Approaches 
Encryption 

time (s) 

Decryption  

time (s) 

Security 

level (%) 

Diffie Hellman  1.63 1.25 82 

Elliptic Curve 

Cryptography (ECC)  
1.02 0.68 92 

Modified ECC 

(MECC) 
0.45 0.25 96.1 

Proposed method 0.37 0.19 98.4 

 

It is observed that from table 5, the proposed method outperforms existing 

cryptographic approaches (Diffie-Hellman, ECC, MECC) with the lowest encryption 

time (0.37s), the lowest decryption time (0.19s), and the highest security level (98.4%). 

Its exceptional speed and security make it a superior choice for cryptographic 
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applications. This method’s efficiency and robust security positioning suggest potential 

for widespread adoption in secure data transmission. Overall, it offers a compelling 

solution for enhancing cryptographic performance. 

 

 

  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig 4. Comparison between Proposed and Existing Methods (a) NMSE vs SNR (b) 

SNR vs BER(c) MSE vs SNR (d) PSNR vs SNR 

Fig. 4(a) compares the proposed methodology with existing approaches like Enhanced 

Deep Learning-based Signal Optimization Algorithm (EDL-SOA) and Pelican 

Tunicate Swarm (PTS) in terms of signal reconstruction quality (NMSE) and SNR 

(dB). The graph shows a negative correlation, where lower NMSE leads to lower BER, 

indicating better signal reconstruction. Notably, the proposed method achieves lower 

NMSE compared to most existing approaches, suggesting potentially better signal 

reconstruction and improved SNR. 

Fig. 4(b) depicts a comparison of signal processing techniques, including the proposed 

methodology, in terms of SNR and BER. A negative correlation is visible - higher SNR 

coincides with lower BER, as a stronger signal is less susceptible to noise corruption. 

The proposed methodology outperforms existing approaches (EDL-SOA, PTS, etc.) 

with a higher SNR and lower BER, suggesting more efficient signal transmission with 

minimal errors. The clustered data points indicate consistency in performance.  

Fig. 4(c) compares the proposed methodology with existing approaches (EDL-SOA, 

PTS, etc.) in terms of signal reconstruction quality (MSE) vs. SNR. The plot shows the 

expected trend: lower MSE (better reconstruction) corresponds to higher SNR (stronger 
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signal). The proposed methodology's data points cluster towards lower MSE and higher 

SNR, indicating superior performance in reconstructing signals with less error at higher 

noise levels. 

Fig. 4(d) displays a comparative analysis of PSNR vs. SNR for the proposed 

methodology and established techniques (EDL-SOA, PTS, etc.). PSNR indicates 

received signal fidelity, while SNR represents signal power to noise ratio. The plot 

shows how the proposed approach fares against existing methods under varying noise 

conditions. Higher PSNR values signify superior signal quality, suggesting the 

proposed methodology enhances signal fidelity in MU-MIMO-OFDM systems. 

Table 6: Comparison of BER, MSE NMSE and PSNR 

Techniques BER MSE NMSE PSNR(dB) 

EDL-SOA 0.04 0.000006 0.0000088 40 

PTS  0.0009 0.0002 0.0005 30 

IEHO-DLNN-

MECC  
0.007 0.00034 0.00008 30 

MAPSO  0.0004 0.008 0.00006 38 

ICEA-DA  0.00036 0.00049 0.03 43 

TDD-EAA  0.00045 0.00078 0.001 39 

PROPOSED 

METHOD 
0.00012 0.00023 0.001 45 

 

I.  

 

Table 6 compares techniques (EDL-SOA, PTS, MAPSO, ICEA-DA, TDD-EAA, 

Proposed Method) using BER, NMSE, MSE, and PSNR. EDL-SOA shows moderate 

results (BER: 0.04, PSNR: 40 dB). PTS has low BER (0.0009) but higher MSE 

(0.0002) and NMSE (0.0005). MAPSO and ICEA-DA have strong BER (0.0004, 

0.00036) but elevated MSE/NMSE. TDD-EAA balances BER (0.00045), MSE 

(0.00078), PSNR (39 dB). 

The proposed method outperforms others with the lowest BER (0.00012), low MSE 

(0.00023), NMSE (0.001), and highest PSNR (45 dB), showing exceptional accuracy 

and signal quality. Its minimal error rates and outstanding clarity make it most reliable 

for high-performance communication systems. This superior performance indicates 

potential for improved data transmission in real-world applications. The method’s 

efficiency could benefit systems requiring robust signal processing. 

VI.   Conclusion 

 This study leveraged Sparse Spatial Graph Neural Networks (SSGNN) with 

Fennec Fox Optimization (FFO) for secure and efficient channel estimation in MU-

MIMO-OFDM systems. The SSGNN-FFO model demonstrated exceptional 

performance, achieving a BER of 0.00012, MSE of 0.00023, NMSE of 0.001, and 

PSNR of 45 dB, outperforming existing approaches. The model showed robustness 

against adversarial attacks, with defensive distillation techniques further enhancing its 
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security. The proposed method ensures secure and efficient channel estimation, making 

it suitable for next-gen wireless networks. Future work can build on these findings to 

develop more robust AI-driven defenses and explore applications in IRS and spectrum 

sensing, ultimately paving the way for reliable and secure wireless communications. 

The SSGNN-FFO approach offers a promising solution for addressing channel 

estimation challenges in complex wireless environments. Its superior performance and 

security features position it as a key enabler for future wireless technologies. Overall, 

this research advances the state-of-the-art in MU-MIMO-OFDM channel estimation, 

contributing to the development of secure and efficient wireless systems. 
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