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Abstract

Over the last several years, there has been a significant increase in the
amount of focus placed on the infrastructure development of smart cities. The
primary issue that academics are attempting to address is the issue of energy
efficiency. One of these issues was the identification of anomalies in energy usage,
which was an essential component that needed to be taken into consideration when
managing energy-saving systems that were efficient, hence lowering the total energy
consumption and carbon emissions. Therefore, the proposal of a strong approach
that is based on the Internet of Things (loT) might provide more relevance for the
identification of abnormal consumption in buildings and the provision of this
information to customers and governments so that it can be handled in an
appropriate manner to minimize payments. Consequently, the purpose of this work is
to explore three different optimization methods, namely ADAM, AadMax, and
Nadam, and to advocate for an optimization approach that makes use of the LSTM
algorithm to identify anomalies. Statistical modelling techniques such as ARIMA and
SARIMAX are used for the purpose of time series forecasting. The findings of the
anomaly detection system reveal that the best results are obtained by using LSTM in
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conjunction with Nadar. The MSE and RMSE values reached were 0.15348 and
0.02356 respectively. Additionally, the ARIMA model yields the best overall results,
with the AIC value being 0.13859 and the MSE value being 300.94365
correspondingly. Confirmation of the suggested model's dependability and flexibility
in optimizing anomaly detection is provided by this particular fact.

Keywords: Anomaly Detection System, Abnormal Consumption, Energy-saving
Systems, Statistical Modelling Techniques, Time Series Forecasting.

I. Introduction

Reducing greenhouse gas emissions and climate change is difficult.
Nonrenewable resources including oil, coal, and nuclear reactors provide 85% of the
world's energy [XXI]. Renewable energy is becoming essential. Optimizing energy
utilization and reducing waste is crucial. Energy storage is difficult due to capacity
and output issues. Energy efficiency may reduce the negative consequences of
buildings on society, the economy, and the environment. Sustainable smart cities aim
to balance energy production and demand.

Numerous countries worldwide are researching to create new energy-efficiency
measures. Due to the rapid advancement of the Internet of Things (loT) and the
widespread use of Artificial Intelligence (Al) algorithms for data analysis, smart
meters are widely used to gather detailed consumption patterns and detect electrical
device abnormalities in real-time. Operations, energy usage, gadgets, and energy
resources may be managed using the loT. IoT ensures system stability, optimizes
energy utilization, and prevents overload. I0T prevents system failures, injuries, and
equipment damage [XI]. Device settings, illumination, home settings, and energy
consumption optimization are essential loT functionalities. Many difficulties emerge
from malfunctioning equipment, outdated appliances, or defective system
components, which 10T technology may fix.

Device usage, weather, and energy value affect smart home energy consumption.
These traits may connect with energy use but not directly affect it. The traits
significantly connected with energy utilization must be identified. Before predicting,
data must be formatted, outlier identified, and aggregated to detect and manage
erroneous data. Significant historical consumption data and parameters are needed to
define the mathematical model that represents this system and offers forecasts
[XXVI]. To anticipate future consumption, statistical and machine learning
approaches analyze previous data and uncover probable links between consumption
parameters. The identification of abnormalities might be monitored or unsupervised.
Each method handles data differently: supervised with labelled datasets and
unsupervised with unlabeled datasets. Power anomaly detection systems are difficult
to create without annotated data sets and specific energy use criteria.
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The LSTM algorithm, ARIMA and SARIMAX statistical models, and ADAM,
AdaMax, and Nadam optimization algorithms are used in this research to manage
electricity usage and identify abnormalities. Optimization will include a dropout
value to reduce overfitting. The proposed system will be optimized by changing the
learning rate. The article follows this structure: The second portion covers
comparable work, whereas section 3 explains the neural network, statistical
modelling, and optimization strategy. Section 4 covers the proposed system and
dataset, while section 5 discusses the results. Section 5 retracts the conclusion.

Il.  Previous studies

It is essential, when analyzing actual power consumption data, to determine
which factors stand out as unique in comparison to the rest. Anomalies are defined as
such variables, and the objective of the data-driven collection of all such variables is
to identify anomalous power use. Predictions of production patterns of anomalous
power consumption can be made in this circumstance using aberrant data that has
been acquired in the past. Numerous researchers and industries have devised
numerous inventive algorithms to predict energy consumption anomalies in
intelligent structures [XXXII, XXXVII]. As an illustration, a proposed methodology
for anomaly detection consists of two stages: prediction of consumption and
identification of an anomaly. The utilization of Autoregressive Integrated Moving
Average (ARIMA) is employed for prediction purposes, whereas two signal rules are
implemented for detection. A prediction accuracy ranging from 89.1% to 96.5 percent
was achieved for the eight-week data window. Using such an antiquated approach, on
the other hand, does not satisfy contemporary loT-based detection techniques [XVI].
Furthermore, the authors in reference [XXIX] introduced the Days Exceeding
Threshold (DET)-TOA method, which calculates temperature and energy
consumption based on the difference in deviation between simulated and measured
energy consumption. In contrast to conventional DET, analysis of results yields the
highest overall performance as a consequence of its multiple sequential methods.
Nonetheless, the robustness of the proposed procedure must be evaluated further
using a variety of cases. A method for handling time series that is multivariate in
nature was suggested in reference [XXX]. This method utilized a single class RNN
and implemented Spatio Temporal-Long Short-Term Memory (TL-LSTM). The trust
gates demonstrated improved performance, with accuracy rates of 95% and 100% for
the dataset that was tested. An approach is proposed to learn features and identify
anomalies by combining the Deep Learning (DL) techniques of Long Short-Term
Memory (LSTM) and Multilayer Perceptron (MLP). The accuracy of the results
generated by the proposed method is superior to that of other methods applied to
historical and non-historical power data [XV]. A supervised learning approach was
suggested to identify and categorize anomalous energy consumption. This was
achieved by employing a Deep Neural Network (DNN) in conjunction with a
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dispersion of micro-moment classes. The accuracy and F1 score yield respective
values of 99.58 and 97.85 percent. Nevertheless, additional refinement is required to
accommodate various outdoor conditions [XXII]. A method based on electrical
consumption was introduced for both centralized and decentralized cloud computing.
However, further research is required to establish the efficacy of this method in terms
of detection and to enhance its reliability [XVIII]. Additionally, [XXIII] presents two
models that aim to detect anomalous consumption. One of these models employs a
single-class Support Vector Machine (SVM) and does not require annotated data.
Regarding the classification of the consumption fingerprint, the second model
employed supervised micro-moment detection with K-nearest Neighbors (KNN). The
investigation incorporated three datasets, and the proposed model achieves high
accuracy and F1 score when k=5. Nonetheless, the model's performance accuracy has
declined to 93.43 percent for a single dataset that is incapable of data classification
and requires additional analysis. Recently, an ML-based framework for regulating
energy consumption in smart homes has been developed. 10T devices provide the
information utilized for time series analysis. The investigation of the framework
incorporates three models: Vector Autoregressive (VAR), Light GBM, and Prophet.
The performance of the final two models is most optimal with regard to future
prediction and detection. The proposed procedure has a limitation concerning the
guantity of the dataset and the sampling rate. Consequently, various approaches
should be employed to enhance the efficacy of ML [XXXIII].

I11.  Methods and Techniques

This section will describe the major techniques and methods related to the
topic presented in this paper as follows:

A- Time Series Forecasting

Various economic models are used to forecast demand. One of the core approaches in
guantitative forecasting is time-series forecasting, which uses sequentially collected
data whose stationarity may be represented by the mean, variance, and
autocorrelation functions [ X111, XXIV]. Predictions made at time t must be used at t +
| or at a lead time | that varies by property and problem to achieve the lowest
probability accuracy between actual and anticipated values [XIII]. Time series
forecasting is also used in supply chain management, inventory planning,
manufacturing, and business and finance. Prediction difficulties often include time,
requiring extrapolation or forecasting. Time series prediction is another important ML
application that might use supervised learning. It may be used with random forests
(RF), NN, SVM, and regression, among other machine-learning methods. Forecasting
uses past data models to forecast future observations [X].
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Moving averages, exponential smoothing, simple regression, and ARIMA in its many
iterations have been used for forecasting. While these statistical models often use
historical data, their efficacy depends on selecting appropriate parameters. Due to
improved algorithm modelling, Artificial Neural Networks (ANN) have excelled at
predicting across sectors. Prediction models capture seasonal and trend patterns.
Stationarity, autocorrelation, and seasonality are investigated by the interrelated
components to create a functional time series forecasting model employing the
parameters. However, magnitude abnormalities that cause irregularities and impair
the fitted model may also impact prediction models [XXIV, X]. Exogenous variables
will be studied using seasonal SARIMAX and ARIMA statistical models.

B- ARIMA

ARIMA is the name of a statistical model utilized in time series analysis. ARIMA
[LHT, XVII] is composed of two components: the Moving Average (MA) and the
Autoregression (AR) models. Utilizing the dependent relationship between an
observation and its latency, the AR model operates. Through the utilization of raw
observation differencing, also known as the integrated term, the time series is
rendered stationary. Equation (1) represents the computation of the AR model with
respect to the order of P. The MA model utilizes the correlation between an
observation and the residual error resulting from the application of a moving average
to delayed data. The moving average hypothesis posits that the future value of a
variable can be predicted by averaging its k prior values [LII]. In order to construct
the moving average model [XXXII1], Equation (2) may be utilized.

V. =c+Ply,_, + P2y« ... + PPy, _pte, (1)
1';;' = ;izl}rr—:z (2)

Where # is the parameters, =, is the white noise, i7. represents the predicted value,

Fr—n
benefits, which are represented by being suitable for short-term forecasting, only
requiring historical data, and providing models for nonstationary data. Figure 1,

shows the components of ARIMA model,

is the variable value, and t represents the time. Using ARIMA provides some
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ARIMA Model

Autoregressive

(p)

Moving

Integrated (d) Average (q)

Fig. 1. Components of ARIMA model.
C-LSTM

A second-order recurrent neural network (RNN) architecture known as the Long
Short-Term Memory (LSTM) is particularly effective in storing and retrieving
consecutive short-term memories over a number of different time steps. The original
LSTM training strategy provides essential spatial and temporal locality properties that
other training techniques do not provide. However, this comes at the price of limiting
its applicability to a limited number of network architectures [L, I]. The flow of input
via the gates and the updating of the cell state are both controlled by LSTMs through
the use of activation functions. Some examples of these functions are the sigmoid
function and the hyperbolic tangent (tanh) function.

Furthermore, LSTM can be considered an extension of RNN because it employs a
gating mechanism over an internal memory cell to learn and represent a better and
more complex representation of the long-term dependencies among the input
sequential data. This makes it suitable for feature learning over a sequence of
temporal data [XXX]. LSTM is also capable of learning and representing a more
complex representation of the long-term dependencies among serial data.

LSTM can learn to predict complicated temporal patterns in sequential data by
successfully controlling information flow and sustaining long-term relationships.
They have been a popular option for tasks like time series forecasting, machine
translation, sentiment analysis, and other similar activities, where it is essential to
comprehend and capture long-range relationships in order to achieve high
performance [I1].

An LSTM unit typically consists of an input gate i,, a forget gate f,, an output gate
o,, and an output state /., as well as an internal memory cell state c,. The LSTM
transition equations are written as follows [XXX]:

c, = i, Ou, + f,Gec,_, 4)
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h, = o.(dtanhec, (5)

Ilz- O, _fc & x
(fr ur) - (5 tﬂﬂh) (M (ht_r.) (6)
Where (2) is the wise product, x, is the network input, w, is the modulated input

sigmoid activation function, and M is the model transformation that includes the
parameters. Figure 2 shows the LSTM.

L

//_

a

-1

Fig. 2. LSTM concept of work.
D- Internet of Things (IoT)

Obijects that are often used are connected to various devices, sensors, software, and
networks. The following: Objects that are outfitted with sensors have the ability to
collect data, send it over the network, and act together. The sensor of a refrigerator is
responsible for gathering data on the temperature outside and adjusting the
temperature inside to match the outside temperature. Critical to the fields of
healthcare, energy, and environmental research is the Internet of Things. Internet of
Things sensors installed on household appliances take temperature and energy
readings in real-time. The Internet of Things platform is responsible for monitoring
and controlling the energy use, devices, and sources of both commercial and
residential properties. Optimizing the Internet of Things requires considerable
analysis, which the majority of firms and people do not possess [I, I, VII, XXXIV,
XIV].

E- Anomaly Detection

data analysis is the process of examining data in order to identify data points that do
not conform to the pattern of conventional data. Based on the findings of the
experiment, it is possible to identify points of change in the utilization pattern of
energy consumption by using data on energy consumption. It has been shown and
published via empirical research that the use of energy increases during months in
which consumption is high and decreases during months in which consumption is
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anticipated to decrease. This is accomplished by tracking fluctuations in consumption
patterns. It is possible to discover anomalies in time-series data using the moving
average, which is the most straightforward method. Points that deviate from the
moving average are referred to as anomalies [XIV, LX, LXI]. Figure 3 shows the
different kinds of anomaly detection.

UNIVARIATE MULTIVARIATE

TEMPERATURE
o
o

,’._ 665°
) 56°

Location A Location A Location B Location C

UNIVARIATE TIME MULTIVARIATE TIME

1

TEWPERATURE

o
L)
TEUPERATURE

3
8
3

Location A Location A Location B Location ©

Fig. 3. Anomaly detection types [XXX].
IV. Optimization Algorithms

Optimization is a mathematical field that seeks to represent, analyze, and solve
analytical or numerical problems involving the minimization or maximizing of a
function on a given dataset. In this paper, the investigated optimization algorithms for
the proposed model will be explained below:

1- Adaptive Moment Algorithm (ADAM)

Adam algorithm is a hybrid of Momentum and RMSProp. This approach also
computes adaptive learning rates for each parameter. Adam, like AdaDelta and
RMSprop, preserves an exponentially decaying average of the prior gradient squares
vt, and Momentum keeps an exponentially decaying average. [XXX] The Adam
algorithm equations are as follows [XXXVII, 11]:

]‘?‘Ef—ﬁlm _(I" _ﬁl)vﬂjtgj (7)
vt « 2 +(V — L1V ](B) @ Vo] (8) (8)
m em@ () — 87 9
vt = —[1_3?] (10)
6=6+ ﬁ (11)
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The structure of the ADAM algorithm is expressed as seen in Figure 4 [14].

Input: n, decay rate B and Bo, small constant o (about 107), initial 6.
Initialize gradient accumiation variable y <0
o <— 0;10 <— 0:f < Q. (Iitialize I moment, 2 moment and time step)
While 8; not converged do:
t<—t+1
Calculate gradients for step t: g, <V . J, (QH)

Update biased 1" moment estimate: m, < G-+ (l— e ) g,
Update biased 2" yaw moment estimate: v, < B, v, +(1 - 132) . gf

Caleulate bias-corrected 1 moment estimate: m, <1, / (17 ﬁl')

Calculate bias-corrected 2™ raw moment estimate: v, <—v, / (l - ﬁz')

Update parameters: G« ,—n-m / (1,1;; +a’)

EndWhile

Fig. 4. ADAM structure [14]
2- AdaMax Algorithm

The AdaMax algorithm is an infinite norm-based extension of the Adam algorithm.
The factor vt in the update rule of the Adam algorithm adjusts the gradient inversely
proportionate to the I.norm of previous gradients v,_,,and the current gradient

| grl‘r [XXXVII, IV]. The equations that illustrate the AdaMax procedure can be seen

below:

vt e +( —B2)lg,I”
vt 7+ = B7)lg.IP
ut « BF__ +( = pP)lg, "

ut &« max (Br.v,_1.lg,.l)

The structure of the AdaMax algorithm is expressed as seen in Figure 5 [14].

Input: y, decay rate fy and B, small constant a (about 10°), nitial 6.
o 0;v0 ¢ 0;t 0. (Initialize ¥ moment, 2 moment and time step)
While 6; not converged do:
tt+]
Calculate gradients for stept: g ¢V ,J. (Q -1)

Update biased I moment estimate: m e« f-m, +(1— I ) g

Update exponentially weighted infinity norm: 3y ¢ ma‘\;(

gl)

) Uy
Update parameters: 6, ¢, —(I] / (l -B )) -m [,
EndWhile

Fig. 5. AdaMax Structure [14].
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3- Nadam Algorithm

The Nesterov-accelerated Adaptive Moment (Nadam) algorithm [18,40] combines
Adam and Nesterov-accelerated algorithms. The objective behind this sort of method
is to raise and decrease the decay factor over time. For clarity, a sequence of
parametersf3,, f3,,..., 5, corresponding to steps 1, 2,..., tis performed. The momentum

step in step t+1 is applied once by updating step t instead of t+1 as represented in the
equations follows [XXXVII, XXVII]:

g = ?Et—ﬁjr(‘gr—ﬁj (16)
m, < Bm,\+ ng, (17)
B, « B,y — (Besm.+1g,) (18)

The steps related to the gradient and momentum depend on the current gradient as
expressed in the following equations [ XXXV, XXXVI, VI1].

Beme_, ('—Blg
b, b —n (L 4 020) »
£ =1 ] ‘—HE:-Er *—I'Ifz.ﬁt (19)
Beim (' —=Pelg
E ‘E—H_ —T( L+ .t _|_ t t) 20
E t—1 ;r II_I-[E:- IEI.‘ II_I-.[E:.Er ( )

The flowchart of the Nadam algorithm is described in Figure 6.

Input: learning rates ni, §2, ..., i decay rates By, Bz, ..., B smail constant e; initial 6;
h)?]efp(”'(””efer Y.
o € 0, mo0 < 0. (Initialize I and 2™ moments)
Wiiile 8 not converged do:
Calenlate gradients for step r: g < va,_.‘]r (9!—1)
Update biased I* moment estimate: m, < B+ (1 = ﬁr)g

Update biased 2" momeni estimate: 1 vn +(1 711) gf

.’;‘T<—(ﬂ,ﬂm, ,"[l—ﬁﬂ,]]+([l—ﬁ)grj{l—ﬁﬁ,]}
71— vi, f’(l—v’)
o

= 4

n+U

Update parameters: 0, < 0,_ —

EndWhiie

Fig. 6. Nadam structure [14].
V.  Proposed Model

The project's anomaly detection and consumption-based machine learning
framework for smart homes will be shown here. The framework’s stages are shown in
Figure 7. The data comes from the Kaggle smart home dataset including weather
information. Data from Internet of Things sensors and devices will be included in this
dataset on appliance energy use. The selected appliance consumption dataset and its
figures are shown in Table 1. From the needed dataset, environmental factors were

Basim Galeb et al

125



J. Mech. Cont.& Math. Sci., Vol.-19, No.-5, May (2024) pp 116-135

selected for the suggested framework's performance evaluation. Table 2 displays
these statistics. Thus, improving anomaly detection while reducing utilization.
Preprocessing the data removes stages to keep the required column to ensure the right
machine-learning technique. Extraction and feature selection modify data. Next,
design the proposed framework using the LSTM algorithm with fifty layers and the
Rectified Linear Activation Function (ReLU), which outputs positive input directly
and zero otherwise. Since it's simpler to train and performs better, many neural
networks utilize the default activation function. Two statistical models, ARIMA and
SARIMAX, are used to predict time series with different orders. Dropout is one of the
most important model performance optimizations researched for the LSTM method.
Dropout reduces input and recurrent connections from activation and weight changes
during training to regularize LSTM units. Probabilistic reasoning does this.
Overfitting decreases, improving model performance. Three optimization strategies
for performance evaluation are given. To define optimization algorithm step-taking,
Adam, AdaMax, and Nadam are used with a learning rate of 0.001.

Collectin Data Preprocessing Feature Extraction
g and Selection
Dataset

Meodel Structure and
Building

Tested for
Accuracy

Parameter
Adjustment

Yes

Anomalies detected

Fig. 7. Flowchart steps of the proposed framework.

Table 1: Sample dataset collected for the proposed framework.

House Dishwasher H:.une Fridge Garage

Barn Well Microwave Living Furnace Kitchen  Selar
overall office room

time

2016-01-
01 0932833  0.000033 0442633 0.12415 0.013083 0.03135 0.001017 0.004067 0.001517 0.020700 0.000417 0.003483
05:00:00

2016-01-
01 0934333  0.000000 0444067 0.12400 0013117 003150 0.001017  0.004067 0.001650 0.020717 0.000417 0.003467
05:01:00
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Table 2: The utilized environmental data from the selected dataset.

temperature bumldity visibildty appaentTommeratuce peessuve windpeed cloudtewer windbearing preciaintemsity dedeint pecipprobantlity meth cay weekday b winute

L ] P X (A ) T W 11 Fe § 0

B0 10 P (A S S 1 m o u w11 Fg &

VI. Results and Discussion

For the results of utilizing the LSTM algorithm with the three mentioned
previously optimization methods for anomaly detection. The dataset studied uses
testing and training stages which indicate simple overfitting occurs at the beginning
of the curves, while when moving towards the curves gets more stability as seen in
Figure 8, this may confirm the reliability of the proposed framework for testing and
training stages. To quantify the achieved stability, the training loss is obtained as seen
in Figure 9, which gives a measure of how well a deep learning model matches
training data.

In addition, using the moving average for data trends can be defined as the simplest
way to detect anomalies in time series forecasting by using the proposed framework.
As a result, the LSTM with Nadar gives the best overall results for achieving the best
results concerning the studied parameters as listed in Table I11 and shown in Figure
10.

- it
= mode test
= mode train

Mol W60 WIe3 WG4 N0 0606 0607 WIGE WIGDY WG A6 NIED

Fig. 8. Proposed framework data testing and training.
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= Train loss
0.06 4
0.05 4
0.04 4
0.03 -
0.02 4
T T T T T T
0 20 40 B0 an 100

Fig. 9. Training loss parameter.

Table 3: best results of the proposed model.

T T T T T T T
3 2016-04 2016-05 2016-06 2016-07 2016-08 2016-09 2016-10

Fig. 10. Anomaly detection with moving average

For the results of utilizing the statistical models that were included with the proposed
model for performance evaluation. The results using ARIMA give the best results as
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compared to the utilized SARIMAX model. These results were based on the
evaluation of the AIC and MSE for different orders as seen in Table 4 and Figure 11.

Table 4 : Results of the proposed statistical models

ARIMA 1,1,2) 300.944 | 0.13859
ARIMA 21,0 300.98 | 0.13861
SARIMAX 2.1,1) 305.247 | 0.13536
SARIMAX 11,2 307.032 | 0.13615

Upper bound / Lower bound
el
== Data - House overal

1§01 1642 01603 W10 1605 1606 047 1608 16N 1610 PUICW JiLaY,

Fig. 11. ARIMA statistical model with moving average.

This study can be enhanced more and more using efficient microstrip RF devices,
cloud, e-government, and fog computing as future trends.

VII. Conclusion

This study proposes an optimization framework for energy consumption
anomaly detection for smart home 10T sensors and devices. The suggested model
uses the strong LSTM algorithm for time series forecasting and two statistical
models, ARIMA and SARIMAX, to create the best model. Three optimization
strategies were chosen for performance assessment. Based on the analysis parameter,
LSTM with Nadam optimization yielded the best results, with MSE and RMSE of
0.15348 and 0.02356. With AIC and MSE values of 0.13859 and 300.94365, the
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ARIMA model yields the best results. This proves the model's stability and flexibility
in optimizing anomaly detection and lowering power costs.
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