JOURNAL OF MECHANICS OF CONTINUA AND
MATHEMATICAL SCIENCES
www.journalimems.org

ISSN (Online) : 2454 -7190 Vol.-19, No.-2, February (2024) pp 66-78 ISSN (Print) 0973-8975

HARNESSING CLOUD OF THING AND FOG
COMPUTING IN IRAQ: ADMINISTRATIVE
INFORMATICS SUSTAINABILITY

Mohammed Q. Mohammed?, Yaqgeen S. Mezaal?, Shahad K. Khaleel®
1 Al-Esraa University, Baghdad, Iraq.

1.2 University of Information Technology and Communications, Baghdad,
Irag.

3 Middle Technical University, Baghdad, Iraq.

Email: dr.mohammed@esraa.edu.ig, Yageen.mezaal@uoitc.edu.iq, shahad-
khalid@mtu.edu.iq

Corresponding Author: Yageen S. Mezaal
https://doi.org/10.26782/jmcms.2024.02.00004
(Received: December 16, 2023; Revised: January 28, 2024; Accepted: February 9, 2024)

Abstract

This article provides an overview of cloud computing and fog computing, as
well as a discussion of the potential applications of these technologies in Irag. The
ability of cloud computing to provide scalable and adaptable computer resources on
demand has led to a significant uptick in interest in this computing model all around
the world. However, fog computing improves cloud computing by moving computation
to devices that are positioned on the edge of a network. This research investigates the
up-to-date applications of cloud computing and fog computing in lraq, as well as the
challenges that have been faced and the potential applications of these technologies in
the future, particularly in terms of informatics and administrative issues. The use of
guestionnaires in research will be the topic of discussion in this study. This is made up
of two different parts that work separately. In the first part of our survey, we ask
respondents questions about their level of expertise with direct and indirect cloud on
object and fog computing. The remaining aspects of the investigation are dissected in
Part 2 of the study. These inquiries are in accordance with concerns regarding the
complexity of the implementation process, the size and culture of an organization,
practicability, compliance with legislation, compatibility with current systems, and
support from the government. The final open-ended inquiry of the survey will assist us
in compiling a wide variety of opinions on the types of cloud on object and fog
computing services that are required by the Iragi government.
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I.  Introduction

Iraq is ripe with potential for cloud and fog computing, which, depending on
their uses and sustainability levels, might be very useful to many different industries
and marketplaces. Fog computing (FC) circumvents the limitations of centralized cloud
infrastructures by bringing processing closer to edge devices, whereas cloud computing
offers a cost-effective and scalable alternative for handling massive amounts of data.
One inexpensive way to manage enormous data sets is with cloud computing. In the
context of the 10T, which enables data gathering, analysis, and processing to boost
efficiency and production, both concepts are crucial [IX], [X], [VIII], [V].

Irag encounters obstacles such as low internet adoption, obsolete infrastructure, and a
general lack of knowledge due to the nascent state of cloud computing in the nation.
The good news is that global cloud service companies and programs like the National
Cloud Computing Strategy are working together to find solutions to these problems.
When it comes to data storage and analytics, government agency collaboration, and
business operation efficacy, cloud computing might be a game-changer in Irag.
Moreover, Iraq has the potential to gain significant advantages from fog computing,
particularly in sectors where the ability to analyze data instantaneously is of utmost
importance. Hence, the intelligent management of parking, real-time monitoring of
traffic, and identification of accidents might yield significant advantages for the
country's transportation system. The healthcare industry stands to benefit greatly from
fog computing, which could pave the way for effective resource utilization, real-time
data analysis to detect outbreaks, and remote patient monitoring. By empowering
farmers to make informed decisions about irrigation, fertilization, and pest
management, fog computing could transform precision farming techniques in the
agricultural business [XI], [I].

Cloud of Thing (CoT) and fog computing (FC) have tremendous untapped potential in
Irag, opening up a world of possibilities for greener, more creative applications in many
different industries. Opportunities for economic growth and social progress will present
themselves as the country keeps adopting these technologies.

1. Method

For the purpose of carrying out the mandatory survey in Iraq, our group utilised
its sizable personal contact network, in addition to certain online communities and
dependable social connections. Due to the fact that 120 Iraqgi citizens have adequate
knowledge of cloud of thing and fog computing, they were requested to fill out a
guestionnaire. The survey received responses from just one hundred persons total. In
spite of the fact that follow-up emails and texts were sent out to encourage participation,
only about 88% of people replied to the survey. This level of reaction, on the other
hand, was satisfactory, and it did offer some helpful suggestions. The study's
overarching goal is to paint a detailed picture of the conditions under which fog and
cloud computing might flourish in Iragq. The booklet summarizes the expectations of
Iragi community members regarding cloud and fog computing. For every survey
question, one hundred people fill out the form. We can see the specifics of each inquiry
from the responses given, which provide light on their character. Data analysis has been
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carried out using both the survey results and IBM's Statistical Package for the Social
Sciences, version 25 (SPSS 25). Here are some conclusions drawn from the survey
results after collecting and summarising the data. The initial portion of the survey
inquires about the respondent's function, department, organization size, and ministry in
addition to their level of expertise with fog computing, direct and indirect cloud on
objects, and computing in general. We also check their knowledge of cloud computing
basics, including direct and indirect cloud on objects, as well as fog computing.

Table 1: Data collected from survey takers regarding their responses to
guestions about direct advantages

Table 2: Responses to questions about indirect advantages recorded by survey
takers
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To gain a better understanding of the current situation of cloud-on-item and fog
computing usage in Iraq, we used exploratory research to ask a number of Iragi persons
who are experts or knowledgeable about the topic for their comments. When asked
about the direct and indirect benefits they would reap from adopting the cloud of things
and fog computing. Direct advantages include mobility (MB), CoT and FC disaster
recovery, Security benefits of CoT and FC, limitless storage (LS), automation (A),
software updates (SU), virtualization(V), scalability(SC), and cost-saving (CS). The
vast majority of respondents highlighted the importance of doing so in order to save
time, money, and other resources while simultaneously strengthening the link between
the government and its constituents. Direct and indirect benefit item selection rates are
detailed in Tables 1 and 2, respectively.

On these likert scales, a score of 1 means it is not significant at all, a score of 2 means
it is not important at all, a score of 3 means it is neutral, a score of 4 means it is
important, and a score of 5 means it is as important as it can be [I11], [VII]. Conversely,
the "I don't know" option has become a symbol of ignorance. In Tables 3-8, we can
see the statistical results of the questionnaire's Likert scale ratings for criteria including
complexity, organization size, culture, regulatory compatibility, and government
support. There are the questions from each issue and their corresponding means and
standard deviations. When asked about additional difficulties associated with a cloud
of things and fog computing's technical, organizational, and environmental
characteristics, respondents' answers showed vastly different priorities based on TOE,
DOlI, and Loccovo [H1], [IV].

Table 3: Respondents' recorded responses to questions measuring complexity

It can be difficult to reconfigure your 3.76 1.251
applications to satisfy the requirements of the

new host.

The transition to CoT and FC will add 3.79 1.244

complexities to the overall administration of
IT resources.

At the outset of adoption, we may need a 3.73 1.243
third party to administer CoT and FC

systems.

The difficulty of maintaining and updating 3.84 1.231

operating systems, applications, and
underlying hardware in CoT and FC setting.

It is challenging to find personnel with the 3.64 1.274
necessary expertise to manage CoT and FC
systems.

Mean Sum 3.75 1.249
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Table 4: Documented responses from survey takers regarding items pertaining
to company size
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Table 5: Survey takers' recorded responses to questions measuring cultural
sentiments
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Table 6: Documented responses from survey takers regarding regulatory issues
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Table 7: Questionnaire Respondents' Recorded Responses Regarding
Compatibility
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Table 8: Data collected from survey takers regarding government assistance
difficulties

el

o
~

1.074

The reliability of the field study is demonstrated by Cronbach's Alpha. With a
Cronbach's alpha ranging from 0.504 to 0.84, the questionnaire is a reliable tool that
the Iragi government can utilize with assurance. Based on the criteria laid out by
George and Mallery (2003), an acceptable Cronbach's Alpha value is 0.7, a doubtful
value is 0.6, a poor value is 0.5, and an unacceptable low value is less than 0.5 [I], [IV].
It also explains how field studies employ ordinal scales to determine median
importance ratings, as shown in Table 9.

Table 9: Percentage of field studies that demonstrate reliability and average
ordinal scale

Complexity 375 08 6875
. 380504 7025

Cultural attitudes 353 074 6325
‘Regulatory 422 082 805
-4 o 0w 7
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IV. Questionnaire Outcomes and Analysis

Only respondents with relevant expertise in cloud and fog computing were
asked to fill out the survey. It was planned ahead of time to make sure the questions
would be fair and uniform.

All of the participating organizations are hard at work creating their own cloud of things
and fog computing prototypes in Irag, with the goal of improving e-services and the
Internet of Things (loT). Customers know that the ways cloud computing and fog
computing can help them save time, cut costs, and improve the quality of electronic
services and the Internet of Things (loT).

In accordance with items measuring cultural attitudes, questionnaire respondents
provided the lowest average mean value (M = 3.53; SD = 1.254). This is a result of the
two lowest mean values for inquiry sub-branches "The organization is very supportive
of changes" and "The majority of individuals in this organization are encouraged to
offer suggestions for enhancement” with mean magnitudes of 3.09 and 3.31,
respectively, which reduce the average total mean of the cultural attitudes section.

The participants' near-important level Likert-scale responses to the questions on
government assistance and compatibility suggest a hopeful outlook. With a standard
deviation of 1.061 and 1.074, respectively, both had mean values of 4.08 and 4.07,
respectively.

The selected survey has a high degree of dependability and positive results, according
to Cronbach's alpha, which has a range of 0.504 to 0.84. This range indicates that the
survey's reliability is strong. Within Iragi government agencies, this survey might pave
the way for future research and development into cloud and fog computing. You might
use this survey as a guide.

On top of that, we have collected expert opinions and suggestions, which will help us
implement cloud computing on things and fog computing technologies and make great
strides forward. Some survey takers think that Iraq needs to look into the obstacles
preventing the growth of the CoT and FC environment and work to break them. The
results of the survey made it possible to track down and get information from these
people. An assortment of challenges must be overcome; they include issues of a
political nature, individuals employed in the field of information and communication
technology (ICT), access to power, and the internet. Furthermore, a small percentage
of poll takers believe that Iraqi government agencies may benefit from official
gateways of cloud-on-item and fog computing technologies. Among the thoughts
voiced by those who took part in the research was this. Quite a few respondents to the
survey expressed views similar to this one. In the future, these gateways should be able
to facilitate a wide range of projects and studies pertaining to changes in the utilization
of internet services and enhancements in performance. Future government plans to
promote electronic transactions and attract investors in lIraq will rely heavily on this
gateway, which is why it is so important. Attracting foreign capital is the primary
motivation for achieving these objectives. The goals here are to boost investment in
Irag and foster more usage of digital commerce and the Internet of Things.
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Some experts' opinions and ideas from an applied survey indicate that cloud computing
and fog computing-based e-governance in Iraq is strategic and offers numerous
advantages to an organization. These thoughts and recommendations were submitted
as a component of a practical survey. A decrease in data dispersion, more affordable
resources, better security management, more scalability, and more accountability are
all advantages. Thus, it is of the highest importance that Iraq build an electronic
administration, even though the country did not have a particularly rough start in this
area. This is in sharp contrast to the present state of the technology behind cloud and
fog computing, which are presently on ground level.

Microstrip antennas and filters play a major role in fog computing, 10Ts and cloud
computing. Some of these include industrial sensors, smart home gadgets, and
autonomous cars. The opening of wireless communication is made possible by their
ability to allow interconnected devices that can transfer data and information
wirelessly. With the gradual increase in the number of connected devices, services and
applications from cloud and fog computing based on microstrip filters and antennas
will be useful [XIH], [V1], [I], DX1], [XIV].

V. Conclusion

The study outcomes highlight the need for applying CoT and FC in Irag by
ecologically friendly means. These technologies should be developed and deployed in
an environmentally conscious, energy-efficient manner while taking into consideration
the aspects of carbon offsetting as well as responsible supply chain management. The
investigation establishes that education, partnerships, and constant quality
improvement are essential to surmount challenges in the successful application of cloud
and fog computing technologies within Irag. If Irag overcomes these challenges with
sustainable solutions, it can speed up its digital transformation and improve global
competitiveness.

VI. Recommendation

1. Collaborating with renewable energy suppliers: Irag might extend
partnerships with renewable energy suppliers that would deliver clean sources of
electricity for cloud and fog computing structures, which eventually will help them to
reduce the negative effects caused by these technologies.

2. Realization of the principles in the Regenerative Economy Cloud and fog
computing programs that are run based on circular economy practices increase resource
efficiency by increasing equipment lifetime, improving recycling and reuse activities,
as well minimizing waste generation. This approach can minimize the volume of waste
created.

3. Funding research and development in ecologically friendly technology.
Research and development investments in green cloud and fog computing may lead to

energy-efficient hardware, ecologically friendly data centers, as well as
environmentally sound software outcomes.
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4. Public Awareness Campaigns: A very efficient way to promote a culture of
sustainability and responsible use of technology is by conducting public awareness
campaigns where information about the social and environmental benefits that come
along with cloud computing is given.

5. Enacting localization and sovereignty policies can enhance data privacy by
protecting information through security within Iraq’s borders and under the authority
of Irag. This goal can be achieved by putting in place policies that encourage data
localization and sovereignty.

6. Establishing holistic plans for disaster recovery and business continuity in
cloud as well as fog computing architecture helps to ensure the sustainability of these
systems over time, even under potential interruptions or disasters.

7. To promote the ethical and responsible use of these technologies while
adhering to recommended procedures, it is necessary to create industry standards and
certification programs for green cloud computing.

8. A possible approach to encourage the general adoption of eco-friendly
technology may be given in incentive opportunities—tax holidays or subsidies, for
instance —to embrace a sustainable model through cloud and fog technologies.

9. Collaborations between businesses and governments: An enabling
environment for technological development and diffusion can be created through
facilitating cooperation among academic institutions, commercial firms, and
government. This will encourage innovation in the area by leading to environment-
friendly cloud and fog computing technology development.

10. The carbon footprint of the cloud and fog computing infrastructure can be
significantly reduced by investing in environmentally friendly data centers that run on
renewable energy sources.

11. Energy-Efficient Cooling Systems The adoption of data centers that are
powered by energy-efficient cooling systems will help reduce power consumption and
increase the environmental impact of cloud as well as fog computing.

12. Carbon Offsetting: To support Irag in meeting its sustainability goals, one
approach is to embrace carbon offsetting initiatives that aim at countering the
undesirable environmental impacts brought by cloud and fog computing.

13. In terms of countering the environmental and social impact associated with

cloud and fog computing, one approach builds on sustainable business practices in the
entire supply chain.
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14. Green Procurement Rules: Another strategy for making the market for

environmentally-friendly IT products better is through setting standards on green
procurement to consider cloud and fog computing solutions which are eco-friendly.

15. The application of fog and cloud computing in projects should include a
full environmental impact assessment to unveil threats and opportunities for
minimizing the negative effects on nature.

16. Collaborating with international organizations: Building a network of
global organizations as well as sustainable technology projects, one can gain the
knowledge needed, the financial funds, and optimal strategies for embracing green
cloud and fog computing solutions.

17. Educating and Trained Programs In order to improve the level of skills and
ability in this field, creation of educational programs for IT professionals and decision
leaders with sustainable cloud fog computing strategies must be established.

18. Monitoring and Record-keeping.

19. Encouraging Data Center Green Certification: To evidence their
sustainable practices, data centers can aim at getting green certifications like LEED or
BREEAM.

20. Fostering a Culture of Continuous Advancement and Novel Concepts: The
focus on a culture that values continuous innovation can be one of the methods to

promote sustainable cloud and fog computing practices. This might develop technology
and, at the same time improve environmental conditions.
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