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Abstract

This paper proposes an additive watermarking on sparse or compressible
coefficients of the host image in the presence of blurring and additive noise
degradation. The sparse coefficients are obtained through basis pursuit (BP).
Watermark recovery is done through deblurring, and performance is studied here for
Wiener and fast total variation deconvolution (FTVD) techniques; the first one needs
the actual or an estimate of the noise variance, while the second one is blind. Extensive
simulations are done on images for different CS measurements along with a wide range
of noise variations. Simulation results show that FTVD with an optimum value for
regularization parameter enables the extraction of the watermark image in visually
recognizable form, while Wiener deconvolution neither restores the watermarked
image nor the watermark when no knowledge of noise is used.

Keywords : Basis pursuit; CS imaging; additive watermarking; Wiener deblurring;
FTVD.

. Introduction

Imaging is the first step in all applications of image processing and
analysis and plays an important role in overall performance improvement.
Recently, compressive sampling/sensing (CS) based imaging has drawn the
attention of the research community because sampling at the Nyquist rate may
not always be possible (being a large number of samples) due to large storage
requirements, slow sampling rate or the measurements may be extremely
expensive e.g. MR imaging [IX], [I]. Furthermore, most imaging systems suffer
from a common degradation such as blurring due to atmospheric turbulence,
object motion and/or camera shake, lens de-focussing, etc. All these effects are
also pertinent in CS imaging and become issues in image restoration problems.
Sometimes, the security of the captured multimedia content becomes
questionable that needs proper protection and authentication mechanism.
Nowadays security is also a major issue for the storage and transmission of
multimedia data in an open network environment, and sometimes when data
owners outsource data storage or processing to a third-party computing service
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such as the cloud. To address this security issue, an auxiliary piece of data or
watermark (text, image, or pattern) may be embedded in the multimedia, called
digital watermarking. There are various watermark casting methods reported in
the literature and among them, additive watermarking is a popular one. An
optimal (adaptive) embedding strength is determined that simultaneously meets
imperceptibility and robustness against various attacks. Watermarking being
added suffers from the interfering effect of the host image. Faithful recovery of
additive watermark information in CS imaging in the presence of degradation
such as blurring and noise contamination becomes highly challenging. To the
best of our knowledge, watermarking in the CS domain in the presence of
blurring and additive noise has not been addressed much.

In CS-based imaging, the technique exploits the fact that images to be captured
are assumed to have sparse/compressible representation on some basis. This
allows their reconstruction from the small number of non-adaptive
measurements taken from some basis incoherent to the sparsity basis [XII1]. The
reconstruction of the signal is done, generally, following a convex optimization
procedure e.g. I norm minimization, basis pursuit (BP), etc., and the method is
known as synthesis-based CS problem solving [Il]. Synthesis-based CS
approach can be described as the problem of finding the best (minimum I1 norm)
sparse coefficients for a fixed basis, ¥, that would synthesize the signal from a
given set of measurements [XX]. This set of sparse coefficients is responsible
for determining the quality of the reconstructed image, involving restoration
through deblurring. Blurring in any imaging system can occur due to
defocusing, relative motion between the camera and the object, camera shake,
lens defocusing, etc. Image degradations of such types also make proof of
content authentication difficult. Conventionally, image
deblurring/deconvolution techniques are employed to restore the (estimated)
original image under the assumption that noise variance is either known
beforehand or is estimated [XI1],[XI1],[X1X],[XIV].

The primary objective of this work is to ensure copyright protection through the
faithful recovery of the watermark from the blurred watermarked image. To this
aim, a grayscale watermark image on the transform domain is additively
embedded on sparse or compressible coefficients of the host image in the
presence of blurry and noise corruption. Symlet-8 filter kernel for the
transformation is used. This essentially needs restoration of the watermarked
image through appropriate deblurring. To achieve this a residual error
minimization algorithm i.e. Wiener deblurring [I11] and a more recent approach
total variation (TV) based deconvolution technique [XXIII] with optimum
regularization parameter, are studied to restore the (estimated) watermarked
image. The first one needs the actual or an estimate of the noise variance and
the second one is blind.
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The rest of the paper is organized as follows. BP principle for the synthesis-
based CS approach is discussed in Section Il. Section 1l presents the proposed
watermarking system model. Simulation results using synthetic images are
presented in Section IV. Finally, the paper is concluded in Section V.

Il. Basis Pursuit: A Synthesis-Based CS Approach

There are two popular CS reconstruction mechanisms one is an analysis
based and the other one is a synthesis-based approach. In an analysis-based
approach, the given sparse/compressible signal is reconstructed from low
dimensional measurements, which is impractical for real-world imaging
applications [XV]. On the other hand, the synthesis-based CS approach can be
described as the problem of finding the best (minimum [1 norm) sparse
coefficients for a fixed basis, W, that would synthesize the signal given a set of
measurements obtained from the domain in which the image was
captured/acquired. Basis Pursuit (BP) is used to represent the signal in over-
complete dictionaries by convex optimization. It enables the decomposition that
minimizes the [1 norm of the coefficients that occurred in the representation. BP
can also be applied to noisy data by solving an optimization problem, trading
off a quadratic error criterion with an 1 norm of the coefficients [XX].
Moreover, BP employs an optimization principle that can be efficiently applied
as a solution to synthesis-based CS problem-solving.

Imaging via CS in reality works on the principle of a synthesis-based approach.
CS works on two attributes, sparsity, i.e. concise representation of the signal in
some basis ‘W’ and the other one is the incoherence that relates to the sensing
modality [Il]. The working principle of CS may be considered a simple yet
efficient acquisition technique. This allows the sampling of a signal in an
independent measurement set at a low rate and then exploits computational
power for reconstruction. Like other imaging systems, image degradation in the
form of blurring is also encountered in CS-based imaging [X].

Mathematically, the synthesis-based CS reconstructs a signal x € RN from low
dimensional measurement y. It is assumed that x is sparsely represented in a
certain basis W, i.e. x = ¥f and y = ®x = ®WpB. Here ® is the measurement
matrix of dimension M x N matrix with M < N. The reconstruction follows a
convex optimization procedure like BP and this can be formulated as [XX]

B = 312}?1}\ I3]|1; subject to y =DV

1)

The reconstructed sparse coefficients B are the particular coefficients set
capable of generating the same measured data but having minimum [1 norm.
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I11. Proposed Watermarking System Model

In CS-based imaging the visual quality of the reconstructed image may
also degrade due to blurring [XII]. Security of the multimedia content then
becomes challenging under such image degradation. Existing works on
compressive image watermarking assume that only the sub-space
measurements are affected by an additive noise [IV],[VII],[XVI]. The BP
algorithm or its variants look for the sparsest set of coefficients that are capable
of nullifying or reducing the effect of the additive noise and producing a good-
quality reconstructed image [XXI]. Reconstruction quality from CS space is
largely affected due to this blurring effect that degrades watermark recovery.
However, it is difficult to remove the effect of blurring operation on CS
measurement space [VIII]. Data embedding on blurred and noisy CS
measurements need appropriate deblurring for watermark recovery.

A. Watermarking Technique

In the present work, watermarking is done in the ¥ domain in presence of
blurring. The test image I(N xN) is assumed to be sparse/compressible in a
known basis and is represented as following vector-matrix equation,

I1=¥p

where € RN s the coefficients in the sparse/compressible basis and W is the
basis (inverse wavelet), in which the image is assumed to be
sparse/compressible. In the present work, the Symlet-8 filtering kernel is used
as the sparse/compressible basis. Symlet is used due to its orthogonality and its
ability to represent signals (images) in sparse/compressible form [VIII].
However, any other orthogonal basis having sparsifying ability can also be used.
Subspace measurements are taken using a matrix () whose columns are
formed by random sampling of the independent and identically distributed
(i.i.d) Gaussian distribution. Now incorporating the degradation, the low
dimensional measurement vector ‘y’ is written as,

y=®I= dHYB

Here H is the Fourier representation of spatially invariant defocus blur. To find
out the sparsest set of coefficients, Eg. 1 can be reformulated as
3= min ||B|; subjectto y=dHUS
BeRN?

4 )

The solution to the Eq. 2 gives the desired set of coefficients.

Fig. 1 shows the block diagram representation of the proposed watermarking
technique. The grayscale watermark image, W (p x p), of dimension smaller
than I i.e. p < N, is embedded in the coefficients obtained applying Eq. 2. The
transform domain coefficients of the grayscale watermark image is first

obtained i.e. WTW. Then these coefficients are embedded in the selected sparse
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coefficients (basis pursuit solution) of the host image. Generally, the sparsity
basis of the host image and the transform domain decomposition of the
watermark is made the same (wavelet). This makes the ease of embedding
process perceptually adaptive. The set of high-valued coefficients is selected for
embedding, i.e.

vi=max|f5j]; i=12.,p%5j=12.,NiicNj

The watermark strength (a) is chosen properly to meet the robustness and
imperceptibility criterion of the watermark image. The watermarked
coefficients are obtained in the following manner,

Yi=yi+ a¥TW

The watermarked coefficients (y";) are substituted back into their respective

w
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Fig. 1. Watermarking at CS defocuss space using basis pursuit
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Fig. 2: Watermark exiraction modz]

places and thus we obtain the modified sparse coefficients (£7) containing the
watermark. The blurred watermarked image!: " is obtained by taking the inverse
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transform i.e. WB". The blurred watermarked image Iz%, is assumed to be
contaminated by an additive white Gaussian noise due to an error in the
recording medium or transmission through a communication channel. Now
watermarked images can be written as

IW=1Is"+n=HI"+n

where n(~ N(0, 0,2)) is the noise, I"is the watermarked image when there was
no blurring and I,Wis the blurred and noisy image.

B. Deblurring and Watermark Decoding

Fig. 2 shows the decoding of the watermark which consists of two modules,
image deblurring, and watermark extraction. Image restoration or deblurring or
deconvolution is well addressed in the literature [XVII]. Estimation or
restoration of an image from its blurred and noisy observation is an ill-posed
problem [XVII]. Deblurring techniques e.g.Wiener and fast total variation
deconvolution [XXII1] are used to estimate the restored watermarked image I"".
Watermark recovery is done from IV,

1)  Wiener deblurring technique: The Wiener filter used in this technique
is a linear space-invariant filter that prevents excessive noise amplification. It
incorporates both the degradation function and statistical characteristics of noise
into the restoration process. It can be approximated by the expression

wo_ (i. |H> Vi
H|H|* + P,/ Prw " (3)
where Ppand P/ are the power spectral densities of noise and the watermarked
image, respectively. However, in the majority of the cases, the power spectral
densities of the image (P; W) or the noise (Py), or both may not be known a
priori.

2) Fast total variation deconvolution (FTVD): Among the various image
deconvolution/deblurring methods, the total variation (TV) regularization is
used mostly for its edge preservation ability. The objective function of the TV
restoration problem is given by

-\2
mm{/\z | D v Il + I HIY — I}F'V H%}

i=1 (4)
where DiI'W denotes the discrete gradient of I'W at pixel i, and the > | D" |
is the | miw - 3 discrete TV of I'W. The second term i.e.represents
the  data fidelity constraint. The value of g determines

whether the TV is isotropic (g = 2) or anisotropic (g = 1). In this work the

Seba Maity

15



J. Mech. Cont. & Math. Sci., Vol.-18, No.-04, April (2023) pp 10-22

anisotropic TV deconvolution/deblurring method is utilized to obtain the
estimated watermarked image.

Another critical issue in TV regularization is the selection of the regularization
parameter A, since it plays a very important role. If A is too large, the regularized
solution will be under-smoothed. On the other hand, if A is too small, the
regularized solution will not fit the observations properly. Most works
[6],[18],[5] in the literature consider a fixed A but in the present work optimal

V. Simulation Results

The performance of the proposed method is presented in this section in
terms of visual perception of both the restored watermarked image and decoded
watermark. The normalized residual reconstruction
error (NRRE) represented by () is calculated for a
series of A and for a different CS measurement space with fixed o»2. The point
of minimum NRRE gives the value of Ao This is verified in Fig. 3(a) for a
particular CS measurement, while

M=/ 01l

=& (S meas 8.13%
—4— CS meas, = 66.41%
g (S micas. = 54.69%
51| e S mocas. = 42.07%

; 0.127
‘E' 0126/
< 0.125
: 0.124

{0123

i 0122

2 4 6 8 1012 14 1618 20 24 6 8 10 12 14 1618 20
Regularization Regularisation parameter (1)
parameter (A)

(@) (b)

Fig. 3. Normalized residual reconstruction error vs. regularization parameter A (a) at
89.84% CS measurement and (b) various CS measurements at onz= 10
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(a) (b)
Fig. 4. (a) Test image Lena. (b) Watermark image Fig. 6: Blurred and noisy
watermarked image from 89.84% CSmeasurements.at 0,2= 10; PSNR =25.53 dB and SSIM =
0.8173.

@) (b)

Fig. 5. (a) Defocus blurring kernel. (b) Watermarked basis pursuit solution.

Fig. 3(b) shows the same for different CS measurements. To highlight
performance results, under the influence of blurring effect and noise, the
proposed study is done over a large number of 8 bits/pixel grayscale images.
One such host image Lena with size 256x256 is shown in Fig. 4(a). The
performance of the proposed algorithm for a few other images is shown at the
end of this section.

The grayscale watermark image W (32 x 32) shown in Fig. 4(b), is used for
simulation. The blurring (Fig. 5(a)) is

incorporated in the CS measurement space and due to that the visual quality of
the watermarked image degrades during capturing/acquisition phase. Then the
BP algorithm finds the coefficients in the ¥ domain by solving the minimization
problem (Eq. 2). Watermarking is done on the selected highest valued
coefficients. Fig. 5(b), shows the watermarked coefficients. This is contrast-
enhanced for better visibility of the marked coefficients. The blurred
watermarked image is assumed to be contaminated by additive white Gaussian
noise n(~N(0,10).

Seba Maity

17



J. Mech. Cont. & Math. Sci., Vol.-18, No.-04, April (2023) pp 10-22
Fig. 6 shows the blurred and noisy image I, with a peak signal-to-noise ratio (PSNR)
and structural similarity index metric (SSIM) values of 25.53 dB, 0.8173, respectively.
Now the blurred and noisy image (Iv‘f”) is deblurred first using Wiener filtering and
secondly through FTVD.

(@ (b)

Fig. 7. First row shows the restored images and the second row shows the
extracted watermark images for (a) Wiener (b) FTVD (with Aqp = 4), respectively at
89.84% CS measurements at on? = 10.

PSNR (dB)

® ©

Fig. 8. Top row restored image and bottom row
extracted watermark by ise variance (a)

50 (b) 100 (c) 150. B4 4I5 80 5;5 B0 6B W

CS measurement (%)
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The restoration of blurred watermark images by Wiener filtering depends on the ratio
of the spectral densities of the watermark image and noise (Eq. 3). This ratio, in most
practical cases, is determined heuristically or from a large set of images. In either
situation, the process of obtaining the ratio is very times consuming and purely based
on guesswork [XVI1]. Since the noise variance (o,2) is assumed to be unknown Wiener
filtering fails to produce the desired restored image and consequently, the extracted
watermark is of very poor quality. On the other hand, FTVD (Eq. 4) with the optimum
A produces a much better-restored image and thereby the visual quality of the extracted
watermark is quite recognizable, unlike the case of Wiener deblurring. The result of
Wiener deblurring and the extracted watermark images from the restored image are
shown in Fig. 7(a) and those for FTVD are shown in Fig. 7(b).

The proposed system is also tested under various degrees of noise contamination
and the results are shown in Fig. 8. As expected with the increase in noise variance, the
quality of the decoded watermark becomes gradually poor, but all the decoded
watermark images are visually recognizable. The effect of the CS measurements on the
guality of the reconstructed watermarked image in terms of PSNR is shown Fig. 9 and
as expected PSNR values increase with the increase in CS measurements. Fig. 10
shows the importance of appropriate value for the regularization parameter (A) on the
quality of Fig. 9: PSNR values for the reconstructed watermarked image vs increasing
CS measurement space at 0,2 = 10 restored images as well as extracted watermark
images. It is also seen that the values are different for different images.

V. Conclusion

The present work proposes an additive watermarking method on CS imaging
where measurements are assumed to be affected due to blurring and additive noise
contamination. Watermarking on sparse or compressible coefficients obtained through
BP is found to be robust and extracted watermark is visually recognizable through
proper deblurring technique. Performance studies show that Wiener filter in absence of
the knowledge of the noise variance neither restores the watermarked image nor
recovers the watermark. On the other hand, FTVD with regularization parameters
restores the watermarked image that leads to the watermark recovery in a visually
recognizable form even for the high degree of noise contamination. Simulation results
show that both restoration and watermark recovery performance depend on the optimal
value of the regularization parameter which is again image dependent. The present
work may be extended to find this optimal value analytically. Further, watermarking
can be done on highly incomplete measurements (CS) followed by robustness
performance against common and deliberate signal processing operations.
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(@) (b) (©)

Fig. 10. FTVD performance with A,,:=10,5,12 for cameraman, boat, and mandrill
images respectively at 89.84% CS measurements and ¢,2= 10. (a) Blurred and noisy
watermarked image (PSNR = 27.53, 26.84, and 24.64 dB for cameraman, boat, and

mandrill respectively). (b) Deblurred images (c) Extracted watermarks.
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