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Abstract

Batch Cryptography emphasizes new developments in information security and communication networks. It has 
been developed to enhance the efficiency of signatures verification, by verifying a batch of n message, signature 
pairs in a single instance. Batch verification can be used in various areas where many clients interact with a 
single server. Mail servers, Sensor Networks, e-commerce are the best examples for batch verification. Using an 
identity-based signature method, anyone can verify signatures by the identity of the signer without transmitting 
certificates issued by a certificate authority. Combination of batch verification technique with identity based 
setting integrates the advantages of both. Many identity based signature schemes that supports batch verification 
are proposed in literature. However, in most of these signature schemes, batch verification might require 
complex pairing operations and these operations may increase the computation cost. To reduce the computation 
cost and to make verification process easy, in this paper, we propose a novel and efficient batch verification 
signature scheme using bilinear pairings in identity based framework. The security of the scheme is proved in 
the random oracle model under the assumption that Elliptic Curve Discrete Logarithm Problem is hard. The 
proposed scheme is computationally more efficient with other existing schemes. Also the communication cost is 
very less.
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I Introduction

The authenticity, integrity and non-repudiation of the digital documents that are transmitted over any public network, 
can be achieved by using the digital signature. It is the most important cryptographic primitive in Public Key 
Cryptography (PKC). Unlike handwritten signature, the digital signature is string of digital bits computed by a user for a 
document and this signature varies from document to document even for the same signer. Digital signature technology is 
widely used in e-government, e-commerce, e-auction, e-voting, e-currency etc. where the detection of forgery or 
protection of tampering of digital documents is necessary. Many signature schemes and their variants have been proposed 
in traditional and other cryptographic settings. The concept of PKC was proposed by Diffie and Hellman [ XXII ] in 1976, 
in which the authentication of public key relies on the certificate issued by a trusted Certificate Authority (CA). The issued 
certificate binds the public keys with the corresponding user. But certification process requires a large amount of storage, 
computation and communication costs. To simplify the certificate management in traditional PKC, the concept of Identity–
based PKC (ID-PKC) was introduced by Shamir in 1984 [II ]. In this system, public key of a user is directly derived from 
user’s identity and the secret key is generated by a trusted third party called Private Key Generator (PKG) using user’s 
public key and its master secret key. Identity based public key cryptography [ II ] simplifies the issues of lack of 
authenticity of public keys and certificate management by using a user's identity (e.g., name, IP address, email address etc.) 
as its public key. In an identity based signature scheme, the verifier verifies a signature by using the signature given by the 
signer and corresponding signer's identity.

   In group oriented applications and multicast environments, it is often required to verify a group of message signature 
pairs. However, the individual verification of signed messages requires significant computational cost and time. In order to 
reduce the computational cost and time in verification process; batch verification technique is a good alternative to 
individual verification and has many practical applications in real world where large amount of signatures/messages can be 
verified efficiently. The basic idea of batch verification is to amortize the computational cost and time in the verification 
process. In Batch Verification process, different signatures of different users with different messages can be batched to 
verify the signatures in a single instance instead of verifying them one after the other [XI]. This feature enables us to 
achieve high efficiency by reducing the computational cost and time. Combination of batch verification technique with 
identity based setting integrates the advantages of both.

Motivation

   Elliptic Curve Cryptography (ECC) is considered as an important area in public key cryptography and is 
proposed by Koblitz [XII ] and Miller [ XXI ] independently. The main advantage of ECC in public key 
cryptosystems is that it provides smaller key size without compromising security level [XII, XXI]. This smaller 
key size provides less management time and smaller storage space. For eg., to achieve 1024-bits RSA level 
security, ECC needs 512bits key size in super singular elliptic curves. Boneh and Franklin [III] first proposed an 
Identity based encryption scheme using bilinear pairings over elliptic curves. Later many researchers proposed 
various cryptographic schemes using bilinear pairings over elliptic curves. Motivated with this scenario, in this 
paper, we propose an efficient and secure Identity based signature scheme with batch verification using bilinear 
pairings over elliptic curves.



Related Work

   In 1990, Fiat [I] introduced the notion of batch verification to RSA signatures. In 1994, Naccache et al. [IV] 
applied batch verification technique to DSA scheme. In 1998, a systematic approach for batch verification with 
three standard techniques was presented by Bellare et al. [XI].The first ID-based signature scheme with batch 
verification was presented by Cha Cheon et al. [VIII] in 2003. They presented the batch verification equations 
according to Type 1,2,3. In 2004, Yoon et al. [VII] pointed out the security flaws in Cha Cheon et al. [VIII] 
scheme and presented a new ID-based signature scheme with batch verification of Type 1 and Type 3. They 
provided the security proof under random oracle model. However the scheme proposed by Yoon et al. [VII] is
not secure due to Cao et al. [XX].

Since 2004 many batch verification schemes have been proposed in ID-based setting. In 2006, S. Cui et 
al. [XV] presented an efficient Identity based signature (IDBS) scheme supporting batch verification to speed up 
extracting of secret key and verifying the signatures. The security of this scheme depends on a complexity 
assumption similar to k-CAA. But Chiang et al. [VI] presented a cryptanalysis on cui et al. [XV] scheme and 
proved that batch verification of cui et al. [XV] scheme is vulnerable to various types of attacks. In 2009, Y. M. 
Tseng et al. [XXIV] proposed twelve kinds of Cha Cheon like signature schemes and discussed about batch 
verification to these schemes. The security of these schemes was provided in random oracle model under the 
Computational Diffie-Hellman assumption. In 2015, based on the structure of Shim’s IDBS scheme [X], J. Y. 
Hwang et al. [IX] proposed an efficient and secure ID-based signature scheme with batch verification. In 2016, 
Gopal et al. [XIV] proposed an efficient signature scheme with batch verification in ID-based framework and 
proved that their signature scheme is unforgeable under the assumption that the CDH problem is intractable. 
They presented the security proof without using forking lemma [V] to provide tight security. This scheme 
requires constant number of pairing operations in Type 3 batch verification, to improve the computational 
efficiency. To reduce the batch verification cost of n signatures and also to improve the computational and 
communication efficiency further, in this paper, we propose an efficient and secure identity based signature 
scheme with batch verification using bilinear pairings over elliptic curves. This scheme requires significantly 
less cost in terms of communication and computation.

Our Contribution

   In this paper, to improve the efficiency along with security, we propose a secure and efficient Identity 
based signature scheme that supports batch verification using bilinear pairings over elliptic curves. The main 
contributions of this paper are as follows.

We proposed an identity based signature scheme with batch verification using bilinear pairings over elliptic curves. We use 
batch verification technique to improve the computational efficiency and accelerate the verification process by verifying 
multiple messages in a single instance.

The proposed scheme is proven secure in the random oracle model under the assumption that ECDLP is intractable.

We calculate the performance of our scheme and present the comparative analysis with existing identity based batch 
verification schemes and it shows that the proposed IDBV scheme is more efficient in terms of computational and 
communication point of view.

Organization

The remaining part of this paper is organized as follows. In Section II we presented some preliminaries. In 
Section III we presented the syntax and security model for our IDBV scheme. In Section IV we presented our 
proposed IDBV scheme along with security analysis. In Section V we presented the efficiency analysis of the 
proposed scheme. Finally, Section VI presents the conclusions.

PRELIMINARIES

In this section we briefly describe the fundamental concepts on bilinear pairings and the complexity 
assumption, on which the proposed scheme is designed and achieves the desired security.

Elliptic Curve Group

Let be the set of all elliptic curve points over a finite field, defined by and The additive elliptic curve group
where is point at infinity. forms a cyclic group under addition operation by chord-and-tangent rule [XII, XXI]. 
The scalar multiplication is defined as

Bilinear Pairings

Let and be additive and multiplicative cyclic groups respectively of same prime order Let be the generator 
of A bilinear pairing is a map which satisfies the following properties:

Bilinearity: The map is bilinear if for all



Non-degeneracy: If is a generator of thenis a generator of i.e.

Computability: There exists an efficient algorithm to find

Elliptic Curve Discrete Logarithm Problem (ECDLP)

Given a tuple it is computationally hard for any Probabilistic Polynomial Time (PPT) algorithm to determine where
and

Notations and their meanings which we used throughout this paper are presented in the following Table I.

TABLE I
Notations and Their Meanings

Users Identity.

Syntax And Security Model

In this section, we present the syntax and s ecurity model for IDBV scheme [XIV ].

Syntax of IDBV Scheme

A formal model of the proposed IDBV scheme consists of five algorithms whose functionalities are 
described as follows.

Setup: It is a probabilistic algorithm performed by PKG, by taking the security parameter as input. This algorithm 
generates system parameters params and master public/secret key pair and publishes the system public parameters as
params and keeps master secret key secure.

Extract: It is a probabilistic algorithm performed by PKG, by taking system parameters params and master secret key and 
user’s identity as input and generates a unique Private Key corresponding to PKG send this Private Key to the 
corresponding user through a secure channel.

Signature Generation: It is a probabilistic algorithm run by each signer with system parameters params, his/her Private key 
and message as input, and outputs a signature on a message

Notation Meaning

Security parameter & master secret key of the system generated by 
KGC.

System Parameter.

The group with elements 1,2…q -1 under addition modulo q .

Additive & Multiplicative cyclic groups of same prime order q .

Cryptographic one way hash functions.

An adversary who can forge a valid signature.

An algorithm to solve ECDL problem by using adversary.

An admissible bilinear map.

Signature on a message.



Signature Verification: It is a deterministic algorithm run by any verifier, by taking signature, message pair with system 
parameters params as input. This algorithm outputs ‘1’ if is a valid signature on a given message or ‘0’ otherwise.

Batch Verification: Given a batch of signatures on the messages corresponding to identitiesa batch verifier runs this 
algorithm to check the validity of all signers in a single instance. This algorithm outputs true if Batch Verifyand false if 
Batch Verify

Security Model of IDBV Scheme

Definition: The proposed scheme is unforgeable if no probabilistic polynomial time bounded adversary has a non-
negligible advantage in the following game played between the challenger and a probabilistic polynomial time adversary

Game: The game is executed between the challengerand an adversary as defined in [XIV].

Proposed IDBV Scheme Using Pairings Over Elliptic Curves

In this section we present our concrete identity based signature scheme with batch verification (IDBV). 
This scheme consists of the following five algorithms. The detailed functionalities of these algorithms are as 
follows.

Setup: Given a security parameter PKG runs this algorithm to generate the system parameters.

Let be an additive cyclic group with generator and be the multiplicative cyclic group. Let be the bilinear pairing. Here the 
group elements are the points on elliptic curve and (prime number). Also, PKG selects hash functions

PKG randomly selects as system master secret key and computes as the master public key. Also compute

PKG publishes the system parameters as and keeps master secret key secretly.

Extract: Given a user’s identity PKG runs this algorithm to generate a private key as follows.

PKG chooses at random and computes

PKG computes the private key as where

PKG sends the private key as to the corresponding user securely.

Signature Generation: To generate a valid signature on a message the user (signer) with identityperforms the 
following.

Chooses and computes and

Computes

Computes

The signer outputs the signature on a messageas

Signature Verification: Given a signature on a message with a corresponding identity any verifier can verify the 
signature as follows. Verifier first computesand checks whetherholds or not. If it holds, verifier accepts the 
signature, otherwise he rejects.

Batch Verification: To verify a batch of n distinct signatures from different users with 
corresponding identities the batch verifier does as follows. Computefor i=1 to n. Choose at random and check
holds or not. If this equation holds, the verifier accepts the batch of signatures. Otherwise rejects.

Security of our IDBV scheme

In the following, we prove that the proposed IDBV scheme is existentially unforgeble under chosen identity 
and message attacks with the assumption that the ECDLP is intractable.

Theorem: The proposed signature scheme is secure against existential forgery under adaptively chosen identity 
and message attack in the Random Oracle Model.

Proof: Let be a polynomial time bounded adversary who can forge a valid signature on a message by interacting 
with a challenger as defined in section III (B).

In the following, we will show how to construct an algorithm which can solve the ECDLP with the help of 
adversary We assume that the challenger is given a random instance tuple of the ECDLP. The challenger answers 
to the queries asked byThe task of is to compute For the simulation process, takes as target identity of on a 
message

on n different messages



Initialization Phase: Challenger sets and executes the Setup algorithm to produce necessary parameters of the 
system and sends including master public key to

Queries Phase: In this phaseperforms the following polynomially bounded number of queries in an adaptive 
manner and the challenger will answer to these queries.

Queries on oracle maintain a list which is initially empty. It contains the tuples of the form After receiving a 
query on if there is a tuple in returns If no such tuple exists in chooses a random and returns and adds it to the list
Finally, will return as the answer to the adversary

Queries on oracle maintain a list which is initially empty. It contains the tuples of the form After receiving a 
query on if there is a tuple in returns If no such tuple exists in chooses a random and adds it to the listFinally,
will returnas the answer to the adversary

Queries on oracle maintain a list which is initially empty. It contains the tuples of the form After receiving a 
query on if there is a tuple in returns If no such tuple exists in chooses a random and adds it to the listFinally,
will returnas the answer to the adversary

Key Extraction Oracle: maintains a list which is initially empty. It contains the tuples of the form Given an 
identity . searches for the tuple in the list If such tuple exists in the list then gives Otherwise,does as follows.

If aborts the simulation.

If chooses and sets and

Now adds to list and to list. Finally returns to

Signing Oracle: When makes this query on does as follows.

If chooses and computes and Hererecovers from list and updates list with respectively. If entries are identical to the 
tuple generated, then chooses another and repeats above process. Now outputsas a valid tuple by executingoracle 
with these values and updates the corresponding tuple to list.

If chooses and sets Hererecovers from lists respectively. outputsas a valid tuple.

The signature is a valid signature on messageoutputs as a valid tuple.

Now the can compute the batch of signatures

Forgery Phase: Finally, adversaryreturns a set of n signatureson a chosen message by a set of n users with 
identities such that has signed message wins the game if the batch verification holds and there is at least one 
signer where and has not asked for a sign query on the corresponding to sign oracle. Since are valid signatures, 
these signatures satisfies the following equation.

This equation is equivalent toAccording to Forking Lemma [V], if we replay twice with same random tape but 
different choice of hash functions then we have another two signatures. Let the three signatures be Since these 
signatures satisfies equation (3), we have

By we now denote the discrete logarithms of respectively, i.e., Also are unknown to and it solves these three 
linearly independent equations and outputs as the solution of ECDLP.

Efficiency Analysis

This section presents the performance analysis of our IDBV scheme by comparing it with the existing related 
schemes. We cons ider the experimental results [XIII, XXIII, XIX, XVII ] to achieve the comparable security 
with1024-bit RSA key, where the bilinear pairing (Tate pairing) is defined over the super singular elliptic curve
with embedding degree 2 and the 160-bit Solinas prime number with 512-bit prime number satisfying . The 
running time is calculated for differen t cryptographic operations in [XIII, XXIII, XVII] using MIRACL [XIX], a 
standard cryptographic library and implemented on a hardware platform PIV (Pentium-4) 3GHZ processor with 
512-MB memory and a windows XP operating system. From the results [XIII, XXIII, XIX, XVII], various 
cryptographic operations and their conversions are presented in Table II.

TABLE I I
Notations and Descriptions of Various Cryptographic Operations and Their Conversions

Notations Description

Modular multiplication operation

.



Elliptic curve point multiplication

(Scalar multiplication in G1) : TEM=29TML

Bilinear pairing in G2: TBP=87TML

Pairing–based exponentiation in:

Modular inversion operation inZq*:

Simple hash function

Map to point hash function :

Modular exponentiation operation:

Elliptic curve point addition (point addition inG1):
1TPA=0.12TML

In the following we compare our IDBV scheme with other related batch verification schemes [VIII, VII, 
XV, XXIV, IX, XIV, XVI] in terms of computational cost, communication cost etc.

Computation Cost: To evaluate the computation cost of the proposed IDBV scheme, we consider (i) signing cost 
i.e. computation cost required to generate a single signature (ii) verification cost i.e. computation cost required to 
verify a single signature (iii) Total cost i.e. computation cost required for signature generation and signature 
verification (iv) Batch verification cost i.e. computation cost required to verify a batch of n signatures.

Our proposed scheme requires one bilinear pairing, three scalar multiplications and two point additions 
for signature generation and one pairing based exponentiation for signature verification. Thus the proposed 
scheme needs for signature generation and for signature verification. Hence the total computational cost of the 
proposed IDBV scheme is Similarly, we computed the total computation cost for other schemes. The total 
computational cost of Cha Cheon et al. scheme [VIII] is Yoon et al. scheme [VII] is Cui et al. scheme [XV] is
Seo et al. scheme [XVI] is Tseng et al. scheme [XXIV] is Hwang et al. scheme [IX] is Gopal et al. scheme [XIV] 
is The comparison of total computational cost (in modular multiplications) for all these schemes are presented in 
Table III.

From the above Table III, we can observe that the proposed IDBV scheme improves the total 
computational efficiency over the Cha Cheon et al. [VIII] scheme by (348.24−217.74/348.24) × 100 ≈ 37.47%. 
Similarly the improvement of computational efficiency of our scheme over Yoon al. scheme [VII] is ≈46.4%, 
over Cui et al. scheme [XV] is ≈6.19%, over Seo et al. scheme [XVI] is ≈24.98%, over Tseng et al. scheme 
[XXIV] is ≈24.94%, Hwang et al. scheme [IX] is ≈26.52% and over Gopal et al. scheme [XIV] is ≈34.73%. In 
the following, we present the comparison of total computation cost of our IDBV scheme with other related 
schemes [VIII, VII, XV, XXIV, IX, XIV, XVI] graphically in Figure 1.



TABLE III
Comparison of Total Computational Cost of The Proposed IDBV Scheme with Related Schemes

Scheme Signing Cost Verification cost Total Cost
Improvement 
of our scheme 

in %

Cha Cheon

et al.
TML 37.47%

Yoon

et al.
TML 46.4%

Cui

et al.
6.19%

Seo

et al.
24.98%

Tseng

et al. TML 24.94%

Hwang et 
al.

26.52%

Gopal et 
al.

34.73%

Our 
Scheme

___

Fig. 1 Graphical representation of total computation cost



For batch verification of n signatures, our proposed scheme requires n pairing based exponentiations 
only. Hence the computation cost for batch verification of n signatures is Similarly for batch verification of n
signatures, Cha Cheon et al. scheme [VIII] requires Yoon et al. scheme [VII] requiresCui et al. scheme [XV] 
requires Seo et al. scheme [XVI] requiresTseng et al. scheme [XXIV] requires Hwang et al. scheme [IX] requires
Gopal et al. scheme [XIV] requiresTable IV presents the comparison of batch verification cost and type of batch 
verification that is used, security and the underlying hard problem.

TABLE IV
Comparison of Batch Verification Cost of The Proposed IDBV Scheme with Related Schemes

Scheme
Batch 

Verification 
Cost

Batch 
Verf. Cost 
for n=100

Security

Type of

Batch 
Verification

Underlying

Hard 
problem

Cha 
Cheon

et al.

[9]

Insecure

[VII]
Type 2 CDHP

Yoon et al.

[10]

Insecure

[XX]
Type 3 CDHP

Cui et 
al.[12]

Insecure

[VI]
Type 3

Seo et 
al. [19]

Insecure

[XVIII]
Type 3 CDHP

Tseng

et al.[14]
Type 3 CDHP

Hwang

et al. [16]
SET

Gopal 
et. al 
[17]

Type3

Our 
Scheme

SET ECDLP

Fig. 2 Graphical representation of verification delay

From Table IV, we can observe that the total computation cost of our scheme for batch verification (of 
100 signatures) is and is 70.22% less than Tseng et al. scheme [XXIV], 51.44% less than Hwang et al. scheme 
[IX], 27% less than Gopal et al. scheme [XIV]. The computation cost of other batch verification schemes is not 
considered because Cha cheon et al. scheme [VIII], Yoon et al. scheme [VII] and Cui et al. scheme [XV] and Seo 
et al. scheme [XVI] are insecure. Figures 2 and 3 show the verification delay and batch verification delay with 
respect to number of signatures. Here the slope of the line indicates the verification delay in batch of signatures. 
The verification delay and batch verification delay is very less in our proposed scheme with respect to other 
existing related schemes. From Table III, Table IV and Figure 1, Figure 2 and Figure 3, it is clear that our 
proposed scheme has much computational efficiency with respect to other schemes in the literature.

k-CAA

Secure

Secure
k-CAA

Secure
CDHP

Secure



Fig. 3 Graphical representation of batch verification delay

Communication Cost: The length of the signature in terms of bits refers to the communication cost. Various 
existing related schemes and their signature lengths are calculated and presented in Table V. The signature of the 
proposed IDBV scheme consists of two elements in The signature length of our proposed scheme is Hence the 
communication cost of our proposed scheme is Similarly, in schemes [ VIII, VII , XXIV, IX , XVI ] the length 
of the signature is Hence the communication cost of these schemes is The com munication cost of Cui et al.
[XV] and Gopal et al. [XIV] scheme is Hence the communication cost in these two schemes is

In the following, we present the comparison of communication cost of our IDBV scheme with other related 
schemes [VIII, VII, XV, XXIV, IX, XIV, XVI] graphically in Figure 4. From Table III, Table IV, Table V and 
Figure 1 to Figure 4, of all schemes in the literature, our signature scheme is efficient and secure using bilinear 
pairings and supports batch verification in identity-based frame work.

TABLE V
Comparison of Communication Cost of The Proposed IDBV Scheme with Related Schemes

Scheme
Signature

Length

Communication 
Cost

Improvement 
of our scheme 

in %

Cha Cheon et al. 2048 bits 84.37%

Yoon et al. 2048 bits 84.37%

Cui et al. 2048 bits 84.37%

Seo et al. 2048 bits 84.37%

Tseng et al. 2048 bits 84.37%

Hwang et al. 2048 bits 84.37%

Gopal et. al 2048 bits 84.37%

Our Scheme 320bits _____

Fig. 4 Graphical representation of signature length

Conclusions

In this paper, we have presented a novel and efficient IDBV scheme using bilinear pairings over elliptic curves. The 
proposed scheme enhances the verification process in multiple signatures by using batch verification process. The 
proposed scheme is proven unforgeable in random oracle model under ECDLP assumption. The proposed scheme needs
for signature generation and for signature verification. Hence the total computational cost of the proposed scheme is The 
computation cost for batch verification of n signatures is and the total computation cost for batch verification (of 100 
signatures) is Also, the length of the signature in our proposed signature scheme is 320 bits only. The efficiency analysis 
shows that our IDAS scheme is computationally more efficient and secure than the well-known existing schemes. The 
comparison result shows that the proposed scheme is more efficient in terms of communication and computational point of 
view. Thus, the proposed schemes can be applied in the environments where low bandwidth, less storage and low 
computability are of great concern.
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