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Abstract

Internet of Things (1oT) technology is ubiquitous. In the past decade there
was an exponential growth in 10T deployments, so as the potential danger of attacks
and threats using 10T devices. The privacy of an individual can be breached and the
sensitive information can be disclosed if proper security measures are not in place in
the 10T device. A patient monitoring system using an loT device is vulnerable to many
such threats. Even centrifuges and atomic reactors were fallen victim of an industrial
security breach caused by popular malware like slammer and Stuxnet. Vehicular and
personal gadgets are vulnerable to 10T vulnerabilities that may lead to a leak of
information to potential insurance companies and thereby increase of premiums. Our
own homes including energy meters, IP cameras, and security monitoring systems
may be taken control by hackers if there exist vulnerabilities in the 10T devices. This
paper, discusses on loT vulnerabilities by surveying several sectors of loT and
proposes several security measures that can be implemented to minimize those
vulnerabilities.

Keywords : Internet of Things, 10T, Vulnerabilities, Security Issues, Protocols, 10T
Security.

l. Introduction

The Internet of Things (IoT) and its applications are proliferating. The very
fact that the 10T devices are connected to the internet, so is the threat of attackers. A
mere 10T based solution does not help unless it the device is protected with
appropriate security measures and protocols [IV][X][XII]. This article discusses the
vulnerabilities that are caused due to 10T in different areas. A specified architecture
has been developed for lIoT communication. They are many models proposed but
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commonly used is the five-layer architecture. Figure 1 represents the different models
or architectures proposed for 10T communication. Generally 10T deployments may
consist of three-layer or a five-layer architecture[XVI]. In this paper we will also
discuss the different security protocols which are used in different layers of 10T
architecture.

‘ BUSINESS LAYER ‘

APPLICATION LAYER

PROCESSING LAYER
| ‘ TRAMNSPORT LAYER ‘

PERCEPTIOMN LAYER

APPLICATION LAYER

NETWORK LAYER

PERCEPTION LAYER

Fig 1.Three-layered and Five-layered architecture

I1. 10T Vulnerabilities in different Verticals

loT Health Care

The use of 10T devices in monitoring the health care of patients have become
an attractive application in the present days. The following are the application
[XIV]where 0T has been usedconcerning health care

e Sensing of the level of glucose or level of sugar in the blood, which is
done by using a device which is directly connected to the main system
where it being monitored through the network.

e An application or device has also been developedto monitor the heart
rate of the patients over a prolonged period, measured by
electrocardiography.

Blood pressure of users is also monitored remotely.

There are several other applications like the monitoring of pulse, Body
temperature and also applications which would manage the medicines
that he/she have to take according to the disease.

Generally these applications are done by either the use of mobile phone applications
or the wearable devices. These applications have been playing a major role in
healthcare due to its benefits. Table 1 gives us a detailed list of benefits the loT
healthcare devices are offering
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Table 1. loT devices with benefits

Mobile e  Cost reduction.
applications e Communication has become easy between the user
and the doctor.
Remote monitoring.
Wearable e These made the interaction between the users and
Devices doctor easy.
e Treatment now became personalized.

Vulnerabilities

Privacy of patients: 10T devices based on Android applications are growing rapidly.
The smartphones containing the health care information of patients are connected to
the 10T devices. Thisis done when a person installs a particular application. This lead
to a vulnerability since attackers are making use of these applications which are
unprotected to extract information or sensitive data of the patients. They generally use
methods such as reverse engineering. This lead to a greater effect on the privacy of
the patient. Not only privacy but the intellectual property of the patients are also
affected.

The greater risk is caused when the user installs the particular application and when
they are asked to grant permission to access the device. The users are not aware of the
risks that would be caused due to this. Mainly Android devices are more prone to
such malicious events to take place than the Io’s devices.

Solution: To protect the mobile applications from vulnerabilities such as reverse
engineering, code Obfuscation technique proposed in [IX] can be used. This is
nothing but the actual code is changed into a form that is not understood easily. It is
in encrypted form. They are generally applied to the API’s of the mobile phones to
protect them. In general to protect a device or application from the threats three key
points need to be kept in mind. They are: predict, prevent and detect (Fig. 2).

Fig. 2. Fundamental aspects of Mobile app security

Safety of Patients: This vulnerability mainly occurs by the applications which are
connected to wearable devices. These applications may be destroyed by the attackers
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which may cause physical harm to the users. The data which is being collected from
the wearable devices may become an exploit to the hackers in gaining sensitive
information. Generally attacks such as Return Oriented Programming (ROP)[IX]
arise when devices are not secured. This type of attack allows the attacker to run any
type of malicious code under any security defenses. Small instructions known as
gadgets are used in this type of attack. To implement this code a stack data structure
needs to be used. The return address of each instruction is stored in this stack. To
keep track of pointers which points to the return addresses in the stack ROP chains
are used in gadgets. When this type of attack has been used it becomes difficult to
decode the sequence in which it is being executed.

Protocol. A proposed safe protocol is designed for wireless communication.The main
aim is to provide a safe transfer of information in the communication session. This
protocol in implanted devices mainly operates in the 5 step process. [XX] Let us
consider a sender as x and receiver as y the algorithm takes place as follows

Step 1: Sender x— Reciever y

Step 2: Reciever y — DBS

Step 3: DBS — Reciever y

Step 4: Receiver y — Sender x

Step 5: Sender x — Receiver y
For this protocol to run efficiently CASPER converts the protocol into the source code
for verification.

0T vulnerabilities in Industry

Slammer worm. Slammer worm came into existence in the year 2003. USA nuclear
power plant was affected by an attack. Two important monitoring control systems in
the plant have become vulnerable to this attack. Slammer code mainly comprises of
376bytes and occupies the process space of Microsoft SQL server. The financial
damage caused due to this worm is $750million [VI1].
Working procedure:

= Slammer initially starts by randomly choosing some IP addresses

= Now it selects a few hosts it found to be susceptible.

= Finally it transforms the malicious code into the selected host.
This worm mainly uses a popular attack known as buffer overflow. This mainly uses
a great amount of CPU power and energy. Till date this worm is said to be the fastest
transmitting worm [I11]. This attack mainly occurs due to lack of security protection
near nuclear devices. The firewalls which are used in this plant should mainly have
security protection to avoid such incidents.

Stuxnet. This worm came into existence in the year 2010. It is an extremely
sophisticated computer worm. It was believed that it was first developed by the
intelligence agencies of the United States and Iran countries. This worm was mainly
targeted to attack and disrupt the Iranian centrifuge program. Thiswas mainly targeted
to a specific PCS component involved in this program. This first disrupted the system
monitoring physical components and then next the logical controller. This mainly
exploited many zero-day-vulnerabilities.
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Table 2. Stuxnet worm geographical distribution [21]

Table 3. Common vulnerabilities of 10T devices
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Working Procedure. This worm mainly works in two phases
o Propagation phase: In this phase the worm spreads through the network
and exchanges its file with the host system using peer-peer
communication [XII].
o Injection phase: It is at this phase the worm starts working on the system
and makes the system to work abnormally

The states having more interest in cyber-attacks should also have an interest in
protecting themselves from such attacks. The people or users should be more
educated about these attacks. The people responsible for protecting the nuclear
facilities are less trained than their capabilities. So we need to educate more about
such type of attacks which would cause great damage to their facilities to avoid them
further. Table 2 represents the %of geographical distribution of the Stuxnet worm in
2010. Overall any wvulnerability can be solved by using the following
countermeasures:

e Prevention

e Detection and recovery

¢ Resilience

e Deterrence

In the industrial application of loT, the four-layered architecture is used. For
providing security in the industry vertical the following protocols are used:

Open Trust Protocol (OTP). This protocol is used to manage security
configurations in a trusted network. This is also used to add or delete or
install an application.

X.509. This protocol is used to manage symmetric key encryption. This is a
part of the transport layer security protocol. The following are the common
vulnerabilities caused in 10T devices

10T vulnerabilities on Energy systems:

Smart homes.This is one of the important 10T applications. 10T makes homes
smarter and also helps in the efficient utilization of energy. The main aim of smart
homes is to make events being done automatically. The efficient working of smart
homes depends upon the amount the internet is available for the devices to work. This
application saves energy and provides a better life. The main usage and its further
workings are explained in [VI]. The following are the reasons why vulnerabilities
occur in smart homes
= They are generally caused due to limited Authentication, Authorization
and Availability of resource.
= They are also caused due to limited security measures in the web
interfaces.
= They are also prone to attacks when there is less effective cryptographic
support.
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Monitoring energy consumption in a smart city. The energy consumption can also
be monitored by loT devices. These devices help us to make a report on the energy
consumption of various devices in the city. By this we can also have a clear view of
what sources are consuming more energy and try to optimize them [Il]. The
vulnerabilities caused in smart cities are due to the following

= The privacy in the smart home is limited.

= The connectivity which is established through the cloud is also not

secured.

10T Vulnerabilities in Insurance Industry

More than the health care systems the hospitals offer the citizens of America are
mostly used for acquiring insurance. [VV] Almost all have insurance and nearly about
half of the Americans accept auto insurance with the companies. These companies
generally have 10T devices connected to their vehicles which collect the data about
the users.

Privacy leak. Only 26% [XIX] of the Americans decline the offers that the auto
insurance companies offer. But almost more than half of the citizens accept the
monitoring done by the insurance companies such as location and driving speed, to
possess the offers that these companies offer. Due to collecting, transferring and
sharing these sensitive data would cause great damage to the privacy of the
individual.

Solution.To protect sensitive information techniques such as encryption should be
used. But still protection is provided to a little extent. The solution should involve
deeper research

I11. 10T security Protocols
IP-Based Security Protocols

When loT security is based on the IP, then for an IP-based loT security we
need to look at the TCP/IP protocol stack [XVIII]. This is because the protocols are
designed according to this stack. The mainly focused protocols under this category
are IKEV2/IPSec which is used for key exchange and for providing valid
authentication, TSL/SSL is another protocol which provides a way for secure
communication to take place, DTLS is also one such protocol which provides safe
communication, EAP supports duplication of messages and PANA are used for
enabling multiple authentication mechanisms. Table 4 represents protocols at
different layers and also the relationships which exist between these IP security
protocols is represented in Fig. 3[XVII].
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Table 4. Protocols used in TCP/IP Layers

Protocols based on five-layer architecture

There are different protocols for different layers in the architecture. Since generally a
five-layered architecture is used in the 10T communication we would discuss the
protocols in each layer. Fig. 4 represents security protocols in each layer
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Fig 4. Security protocols in different layers

Application Protocols. The protocols used in the application layer are in Table 4.

Service Discovery Protocols.

Table 4. Protocols in application layer
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Table 5 explains the different service discovery protocols [XV]

Influential protocols: The influential protocols are listed in Table 6.

Infrastructural Protocols: This protocol wholly involves four layers. They are
Network layer, link layer, Physical layer, routing protocol. Table 8 briefly represents
the protocols which fall under this category.

Table 8. Infrastructural protocols

1VV. Conclusion

loT though made the life of people easier, at the same time posed numerous
vulnerabilities that would sometimes also cause damage to human life. This paper
presented a comprehensive review of security vulnerabilities and countermeasures in
various sectors of 10T. To avoid these vulnerabilities strong security mechanisms
such as encryption, using a strong password for authentication, implementation
appropriate security protocols is quite essential. Sometimes just providing security to
loT devices alone is not sufficient. The perimeter within the 10T device must also be
secured by employing firewalls, integrated threat handling devices, Intrusion
Detection/Prevention devices, Virtual Private Networks etc. The people responsible
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for securing devices should also be given more training about the emerging day-to-
day attacks along with their countermeasures. Amongst all, user awareness and
training are one of the essentialcomponents.

Table 6. Influential protocols
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